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Abstract 

Wireless communication employs radio technology to facilitate data transmission without any fixed infrastructures. A 
mobile ad hoc network is an example of this data transmission technique, which comprises of devices such as smart 
phones, laptops and printers. Some of the key features of mobile ad hoc networks include self-creation, self-organization 
and also self-administration. Owing to the frequent mobility of the network nodes and the dynamic topology, mobile ad 
hoc networks are vulnerable to numerous security threats. For instance, the nodes are open and the links can be 
disconnected, leading to the degradation of network performance. To mitigate these problems, several protocols and 
techniques have been proposed in literature. This paper provides some detailed review of these protocols, as well as 
the discussion of other state of the art protocols that have been developed to cope with challenges of the legacy routing 
and security protocols.  These protocols were established to be either proactive or reactive. In addition, it has been 
noted that these protocols have some merits as well as challenges that may impede their applicability. Consequently, 
more efficient and secure routing protocols are required for optimal network performance. Therefore, some 
recommendations are given towards the end of this paper on some features that ideal routing and security protocol 
should have. 
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1. Introduction

The proliferation of mobile devices has seen the development of many emerging technologies that deploy ad hoc 
networks for routing among these devices [1]. In this regard, Mobile Ad-hoc Networks (MANETs) refers to a group of 
mobile devices that communicate with each other using wireless channels. Due to the high mobility of these devices, the 
MANET connectivity is dynamic in nature. In this scenario, the communication among devices can be accomplished 
directly or through some multi hop connections. In essence, MANET does not require any infrastructure and hence can 
be easily implemented [2] as shown in Figure 1.   

According to [3], the nodes that make up the MANETs are not stable and their communication range is small. As such, 
MANETs frequently utilize multi-hop transmission. The interconnection of smart devices yields an Internet of Things 
(IoT) which create a smart environment when deployed in specific domains. To realize this, MANETs and Wireless 
Sensor Networks (WSNs) facilitate the creation of an IoT environment [4], [5]. As explained in [6], the combination of 
IoT and MANETs is frequently utilized to realize smart cities. Here, the communication may be achieved in peer to peer 
mode and hence can potentially minimize data delays. The shorter communication distance among MANET nodes calls 
for multi-hop communication. In addition, MANETs are self-configured networks and the message forwarding is 
dynamic since the nodes in this network can enter and leave the network at any time. Therefore, the network topology 
is rapidly changing leading to unpredictability [7].  
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Figure 1 MANET Architecture 

Basically, MANETs and WSNs offer communication standards for a myriad of applications via mobility and enhanced 
usage of resource-constrained [8] devices. In essence, MANET acts as the communication backbone for conveying data 
from WSN to remote data centers in an effective manner. In this environment, the source and destination nodes may be 
located in disparate locations and hence data is relayed through intermediate network nodes [9]. Consequently WSN 
and MANETs have found applications in domains such as military, disaster management, fire disaster management, 
healthcare, traffic management, waste management, and in smart cities [10]. These domains take advantage of fast, 
robust and flexible networking mode of MANETs [11]. As explained in [12], MANETs play a critical role in IoT which 
involves node mobility management. As such, IoT can be thought of as comprising of various wireless networks and 
MANETs. In this scenario, MANETs offers enhanced connectivity via multi-hop connectivity. In addition, it supports high 
scaling. To offload high computation complexities [13] from the mobile devices, cloud computing is normally 
incorporated in these networks. This yields ad hoc based mobile edge computing which provides merits of mobility and 
high computation power [14], [15]. 

It is evident that MANETS and WSN in IoT offer many services in numerous application domains. However, lack of 
centralized control and infrastructure introduces some risks in this communication environment. As such, the 
interaction among the communicating devices still presents some challenges for desired service provisioning in smart 
environments. Most of the challenges in MANETs can be contributed to the changing network topology, lack of internal 
management, large networks and nodes heterogeneity. According to [16], security, privacy and performance are major 
problems faced by MANETs. Specifically, privacy and confidentiality [17] are basic security requirements that protect 
location and the data transfer between two communicating parties. According to [1], MANETs are characterized by 
limited node energy, unstable topologies, low processing capabilities, minimal storage and communication capabilities. 
All these features affect the general network performance. In addition, the shared communication channels may result 
in noise, interferences and fading of the transmitted signals. Moreover, MANET nodes are open without any boundary 
that makes them vulnerable to network security threats or attacks.  

Energy constraints are another major challenge in MANETs due to lack of permanent supply of power to the devices. In 
addition, frequent node mobility that can divert communication links to other nodes, resulting in low throughput. Owing 
to low storage capacities at the nodes, the battery power can be easily depleted especially in multi-hop communications 
environment. According to [18], node mobility and their wider dispersion within the network can be a source of 
insecurities. Frequent packet drop that lead to lower throughput is another major performance issue that is yet to be 
solved in these networks. As explained in [19], gray-hole attacks are serious challenges in MANETs. In these attacks, 
some packets are dropped along the communication path. Misbehavior attacks in MANETs have also been noted to be 
challenging issues [20]. These misbehaviors can be grouped as selfish, malicious, intentional and unintentional.  
Basically, both selfish and malicious conducts are regarded as intentional misbehaviors. Whenever a particular network 
node fails to cooperate, it is regarded as selfish misbehavior, which increases the cost of the network in terms of power 
utilization and computation process. On the other hand, network breaches and the dropping of packets are treated as 
malicious misbehaviors. In essence, intentional misbehavior takes place when a node willingly permits it to happen. For 
instance, node movement and network disconnect may both lead to wrong transmissions.  

The routing process in MANETs can also render the network insecure. For instance, packet routing, network 
management and transmissions is the responsibility of network nodes. Since not all these nodes trustworthy, malicious 
activities can be perpetrated within the network [21]. As explained in [22] and [23], integrity and confidentiality of the 
transmission process is paramount. These two security features can easily be compromised by non-direct 
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communication, unstable topology, network threats, bandwidth differences and network complexities. MANET 
topology instability has been noted in [24] to facilitate network performance degradation. As discussed in [25], security 
and performance issues center around computation costs, communication overheads, attacks prevention, and energy 
consumption. The determination of best routes has been noted to be the source of rapid power depletion in MANETs. 
In reactive protocols, processing time is normally higher during route determination and packet transmission. 
Evidently, these two processes consume much time and hence end to end delay may be elongated. 

The increased deployments and usage of MANETs has endeared these networks to attackers [26], [27]. For instance, 
authors in [28] identify wormhole attacks as serious challenge facing these networks. The deployment of large numbers 
of IoT devices in smart cities has also been noted to increase the surface from which attacks can be launched [29]. As 
discussed in [30] and [31], these attacks have the potential of slowing down the whole network. In addition, MANET 
network are more vulnerable to attacks compared to the infrastructure-based networks. Quality of Service (QoS) issues 
is another challenge in these networks [32] due to low throughputs and high computation complexities. To avert 
malicious data injections, IoT networks, accusation and voting based schemes are utilized to collect data from sensor 
nodes. Unfortunately, this data collection technique is vulnerable to cooperative blackmailing attacks. In these attacks, 
a set of malicious nodes accuse a legitimate node of being malicious. Consequently, the network now considers this 
legitimate node as being malicious. As pointed out in [33] and [34], continuous co-operative blackmailing attack can 
potentially bring down the entire network. The vast number of smart city devices has been identified in [35] as being 
the source of energy, security, bandwidth, latency and availability setbacks. On the other hand, wireless transmission 
and spontaneous nature of MANETs has been noted in [36] and [37] as being the source of many attacks and security 
threats such as interception, hijacking, jamming of the network data as well as wormhole attack. In addition, new 
applications that require high computation power and large memory capacity [38] have been noted to be detrimental. 
According to [39] and [7] the broadcast nature of MANET networks can lead to security exposures. In addition, the 
physical open channel [40] utilized in MANET and WSN communication is intrinsically insecure. On the other hand, IoT 
device heterogeneity as been heighted in [41], [42] and [43] as being a major challenge in these networks, more so in 
smart cities. 

As discussed in [9], black hole attacks are very devastating threats that can severely affect network performance. On the 
other hand, energy utilization, scalability of WSN and dynamic changes have been noted in [44] as being critical towards 
reliability and robustness of IoT systems. Therefore, it is important that the deployed routing protocols uphold 
effectiveness in terms of performance, security, and QoS [45]. In addition, MANET routing protocols should ensure that 
every node is legitimate so as to boost confidentiality, integrity and thwart both denial of service and packet dropping 
attacks [46]-[50]. In addition, it is important that Man-in-the-Middle attacks are prevented since they have become more 
common as the demand for smart and internet gadgets surge [51], [52]. Unfortunately, conventional security measures 
are no longer effective in MANET [11]. The probable reason is their high computation, storage and communication 
complexities [53] which are not ideal for MANET devices. Therefore, false routing, selective forwarding and byzantine 
attacks have continued to wreck havoc in these networks. Authors in [54] explain that although MANETs are easy to 
install, the nodes are battery powered. Therefore, when some of these nodes run down on battery power, the network 
balance is disturbed. Security is also identified as another major issue in MANETs, especially when dealing with highly 
sensitive data transaction [55] [56]. 

It is evident that upholding high levels of security at high energy efficiencies presents great challenges [57]. This is 
because of the high computation overheads required for most of the conventional security algorithms. Therefore, an 
ideal security scheme should be lightweight. It should also be capable of offering protection for the entire protocol stack 
[58], [59]. 

This paper is organized as follows: Section 2 discusses the related work, while Section 3 presents and discusses the 
obtained results. On the other hand, Section 4 offers some recommendations for secure message exchange in MANETs. 
Towards the end of this paper, Section 5 offers conclusion and future research and directions.  

2. Related Work 

Many conventional protocols exist for efficiency and security enhancement in MANETs. These routing protocols can 
either reactive or proactive. Examples of proactive routing protocols include Optimized Linked State Routing Protocol 
(OLSR), Cluster Head Gateway Switch Routing Protocol (CGSR), Wireless Routing Protocol (WRP), and Destination 
Sequenced Distance Vector Routing Protocol (DSDV). Reactive protocols do not require determination of the paths in 
advance. Instead, it is done on demand basis, hence can be regarded as On Demand Routing Protocols. Examples of these 
reactive routing protocols include Ad Hoc On Demand Distance Vector Routing (AODV, Land Mobile Radio (LMR), 
Temporary Ordered Routing Algorithm (TORA), and Dynamic Source Routing (DSR). Although OLSR produces 
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maximum throughput, it experiences high overhead and requires vast storage capacity for unnecessary path 
information [60]. On the other hand, WRP protocol minimizes the number of hops along the path and also boosts 
reliability. However, more energy is required when reconnecting the path.  On its part, CGSR keeps only the information 
for the cluster heads hence saves on storage. However, more energy is required to keep the cluster heads details.  

TORA changes links as it determines the optimal path, controls the channels, erases unnecessary paths and build routes. 
However, it does not support multicasting in networks. On its part, AODV is scalable and loop free and supports unicast 
and multicast packet transmission with minimal packet delay. However, it requires more time on updating the route 
table. In addition, it calls for intensive processing. Consequently, network performance may degrade as the network 
expands. On the other hand, DSR is fast in recovering a lost or broken path, employs multipath routing and requires 
minimal energy. However, more time is required when identifying optimal path, in addition to elongated end to end 
delays. With DSDV protocol, routes from the source to the destination are available. This reduces the amount of time 
spent in path determination, hence experiences less delays.  

The need to protect data transmitted in MANETs has seen the development of numerous security schemes. For instance, 
a trust based scheme is presented in [61]. However, this scheme is only suited for addressing single node attacks and 
hence fails to defend against a group of attacking nodes. Although the heuristic algorithm in [62] succeeds in establishing 
safest paths from the source to the destination, it fails to eliminate malicious nodes from the network. To solve this 
challenge, the scheme developed in [63] can be deployed. To counter malicious nodes within the network, a two-phase 
scheme is presented in [64]. Unfortunately, a malicious node can hijack normal node and shield the surrounding normal 
nodes such that no node is available for routing. On the other hand, authors in [65] employ ant colony optimization 
(ACO) for optimal route selection. However, the necessary routes may be dropped in this algorithm. Similarly, the 
scheme in [66] is dedicated for path selection so as to satisfy QoS constraints. Using this approach, network traffic is 
minimized while security is enhanced. However, retransmission latencies caused a higher delay in the network during 
transmission. Another predictive trust-based model is presented in [67] for MANETs, while a hybrid algorithm is 
presented in [2] for safe and energy-efficient navigation in MANETs. Unfortunately, security issues are not considered 
in [2]. To bridge this gap, the secure protocol in [68] is presented. Authors in [69] have developed a secure data 
management approach for MANET enabled smart city. However, path security, node’s behavior and communication 
management inside the smart city are not addressed in this technique. This challenge is effectively handled by the 
scheme in [70]. To uphold the privacy of IoT devices at edge nodes, a genetic algorithm is introduced in [71]. 
Unfortunately, this technique is shown to provide only surface layer security to the network entities. The topology 
hiding multipath routing protocol presented in [72] can potentially address the issues in [71] since it is shown to offer 
perfect confidentiality to the network entities. Similarly, the whale optimization algorithm in [73] can be deployed to 
enhance trust during the routing process. On the other hand, wormhole attack detection algorithm is presented in [74] 
while the scheme in [75] is introduced to offer enhanced security. 

To enhance QoS in industrial IoT, a trust evaluation mechanism is presented in [76]. However, only the internal attacks 
present in IoT network are considered in this protocol. Therefore, external attacks instigated by an outside malicious 
entity cannot be identified and isolated. Although the protocol in [77] can effectively thwart wormhole attacks, this 
approach delimits the maximum distance that a packet can take in the transmission. On the other hand, authors in [78] 
have presented a clustering technique to analyze the pattern of the external and internal intruder and effectively find 
the black hole attack. Unfortunately, this scheme is not scalable for a large number of nodes. To enhance throughput in 
fog-based MANET, authors in [79] have presented an enhanced Ad hoc on demand distance vector (AODV) routing 
protocol. However, this protocol focuses only on the attacks on source node. In addition, chances of having a corporation 
among the attacker nodes are not considered. To curb this challenge, the predictive route model developed in [80] can 
be utilized. Authors in [81] have introduced a novel wormhole attack detection technique. Unfortunately, this scheme 
may be vulnerable to de-synchronization [82] attacks. To address this issue, authors in [83] have introduced a trust-
based, energy-efficient multipath routing algorithm. On the other hand, authors in [84] have introduced a protocol that 
is shown to protect against packet loss attacks, using the concept of trustworthiness. Similarly, a single black hole attack 
prevention technique is presented in [85]. To boost data transmission without any interruption, a trust and novel key-
based technique is developed in [86]. However, this scheme incurs long latencies during active attack scenario. 
Similarly, authors in [87], [88] and [89] have presented a scheme that is shown to boost QoS in MANETs. However, 
mobile devices are limited in internal resources [90] and hence cannot handle extensive computations in [89]. On the 
other hand, the authors in [91] have developed a scheme that excludes nodes whose trust value is lower than the 
threshold. In so doing, potentially malicious nodes are eliminated while the remaining nodes can constitute a trusted 
network. 

To protect against hijacking, jamming and interception attacks, a Markov chain based protocol is presented in [92]. 
However, the performance of this scheme is adversely affected by heavy network loads. Similarly, a secure autonomic 
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scheme is developed in [93] for establishing a trusted routing path in MANET. Although the ACO based protocol in [92] 
incorporates security in its design, it is still hazy. This problem is addressed by the protocol developed in [95]. Similarly, 
an overhead optimization model is developed in [96]. Unfortunately, the mechanisms deployed complexity reduction 
may increase the overhead tremendously. To curb wormhole attacks, a directional antennas based protocol is 
introduced in [97]. Unfortunately, this scheme only prevents the kind of wormhole attacks in which malicious nodes try 
to deceive two nodes into believing that they are neighbours. To boost security and energy efficiency, a multipath 
routing protocol is developed in [98]. However, the behavior of this protocol is not investigated in the presence of traffic, 
mobility, and transmission range. On the other hand, fluctuating topology based protocol is introduced in [99] for 
securing the key exchange process. Similarly, a trust based system is developed in [100] for black-hole attack 
prevention. However, this approach increases the computational overhead [101] and may lead to resource 
unavailability. Although the scheme in [102] results in the reduction of energy, security and privacy issues are never 
considered. The protocol in [103] potentially addresses this issue by offering defense against cooperative black-hole 
attacks. However, this technique requires passive table updates and may not withstand sudden link failures. To offer 
energy efficiency, authors in [104] have introduced a novel routing algorithm, while an adaptive approach is presented 
in [105] to boost trust levels in the network. Based on digital signatures and asymmetric encryption algorithms, a 
routing protocol is developed in [106] to secure data transmissions. However, the usage of asymmetric algorithms 
results in high complexities [107]. The scheme resented in [108] can help mitigate this challenge.  

To address energy constraints in MANETs, an optimal path selection algorithm is developed in [109]. Although this 
approach resulted in minimal energy consumption capability and offered an extended lifetime, it failed to address QoS 
limitations. This issue is addressed by the scheme developed in [110]. On the other hand, a reliability enhancement 
technique is presented in [111]. However, this algorithm failed to address Sybil attacks where attackers presented a 
number of identities during the multipath routing. To curb this, a novel security architecture is developed in [112] which 
is also demonstrated some resilience against black hole attacks. In addition, energy consumption is also minimized. 
Similarly, a secret group key based security-aware ad-hoc routing protocol is presented in [113] for trust enhancement 
among nodes. However, this scheme can be compromised by some malicious group members [114]. 

Apart from the techniques discussed above, pricing-based methods [115], trust based security strategies [116], [117], 
cryptographic approaches [92], [118] and game-theoretic methods [111], [98] have been presented. However, the 
computationally intensive nature [119] of the cryptographic methods renders some of these techniques inefficient for 
MANETs. On the other hand, the schemes based on trust are application-specific and they require tamperproof 
hardware [92] that limits their practicality. To offer classification and verification of large-scale MANETs, an asymmetric 
key based protocol is developed in [120]. Here, the team leader issues certificates to all nodes. Unfortunately, the 
deployed asymmetric keys render this scheme computationally extensive [121]. On the other hand, private key 
generation (PKG) based scheme is introduced in [122]. However, this scheme is prone to single point of failure [123]. 
To boost scalability, reliability and availability, a blockchain based scheme is presented in [124]. However, the deployed 
blockchains have high storage and computation complexities [125]-[127]. 

It is evident from the discussions above that many schemes have been developed to offer protection to the data 
exchanged in MANETs. However, most of these schemes require additional hardware, incur high delay and energy, or 
fail to provide high throughput and packet delivery ratio. 

3. Results 

The literature reviewed has shown that there are numerous protocols that can be deployed for packet routing in 
MANETs. However, each of these protocols has a number of performance and security issues that need to be solved. 
Table 1 below gives a summary of these protocols, including their strengths and weaknesses. 

Based on Table 1 and Table 2, it is evident that upholding high levels of security in MANETs presents numerous 
challenges. It is also clear that the assurance of optimal quality of service during the routing process is still challenging. 
Therefore, the recommendations in Section 4 below can be formulated. 
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Table 1 Conventional Routing Protocols 

Protocol Type Strengths Weaknesses 

TORA Reactive  Better for determining optimal routes No support on multicast networks 

AODV Reactive  Scalable, loop free Delays  

DSR Reactive  Fast in route reconnection.  Delays  

DSDV Proactive  Track the best route High energy consumption  

OLSR Proactive  Less delay, user friendly Maximum energy required.  

CGSR Proactive  Saves on storage  Maximum energy required. 

NEPSSS Routing issues managed.  More energy consumed 

Formal Modelling  Handles issues related to challenging 
information. 

Dropping of the packets, more 
energy use.  

AOMDV Minimal energy consumed  Affected by bad reports, packet 
dropping 

Trust Based Approach  Untrusted nodes are recorded.  Dropping of the packets, low 
security 

Trust Based Technique Low energy consumption Higher packet drops and network 
collision. 

NTPA Issues on packet routing are handled.  Maximum energy consumed, packet 
dropping  

Multidimensional Trust 
Evaluation Security 
Solution  

Challenges of bad nodes are solved. More energy, drops packets.  

Direct and Indirect 
Trust Calculation  

Better throughput. Network collision, drops packets 
and low speed.  

 

To address the issues in the protocols in Table 1 above, researchers in both academia and the industry have developed 
state of the art protocols. However, the attainment of perfect security in MANET at optimal complexities and efficiency 
still presents some challenges as summarized in Table 2 below. 

Table 2 Summary of Challenges of state of the art MANET security protocols 

Scheme Challenges 

Bo et al. [61] Fails to defend against a group of attacking nodes 

Fotohi et al. [62] Fails to eliminate malicious nodes from the network 

Selvi et al. [65] Necessary routes may be dropped 

Borkar et al. [66] High retransmission latencies 

Veeraiahet al.[2] Security issues are not considered 

Zhang et al. [69] Path security, node’s behavior and communication management inside the 
smart city are not addressed 

Xu et al. [71] Provides only surface layer security to the network entities 

Wang et al. [76] Only the internal attacks present in IoT network are considered 

Lai, [77] Delimits the maximum distance that a packet can take in the transmission 



Global Journal of Engineering and Technology Advances, 2022, 12(01), 078–091 

84 

Bala et al. [78] Not scalable for a large number of nodes 

Fang et al. [79] Focuses only on the attacks on source node 

Hu et al. [81] Vulnerable to de-synchronization attacks 

Yannam and Prasad, [86] Incurs long latencies during active attack scenario 

Dbouk et al. [89] Incurs high computation overheads 

Sarkar et al. [92] Performance is adversely affected by heavy network loads 

Tianze et al. [96] Incurs increase the overheads 

Manoranjini et al. [100] Incurs high computational overhead 

Abdali et al. [102] Security and privacy issues are never considered 

Dorri, [103] May not withstand sudden link failures 

Rahman and Mahi, [106] Incurs high computation and communication complexities 

Taha et al. [109] Fails to address QoS limitations 

Lou  et al. [111] Cannot withstand Sybil attacks 

Kianpishehet al. [113] Can be compromised by some malicious group members 

[Bhattacharya and Sinha, [118] Computationally intensive 

Singh et al. [116], 

Subba et al. [117]  

Require tamperproof hardware, are application-specific 

Van et al. [120] Computationally extensive 

Pushpa et al. [122] Prone to single point of failure 

Lwin et al. [124] Incurs high storage and computation complexities 

 

Recommendations 

It is paramount that security be strengthened in MANETs so that the exchanged data is sufficiently protected. This is 
quite important since MANETs are frequently deployed in sensitive application domains such as in the military. In 
addition, the deployed security mechanisms should be designed in such a way that performance is not severely affected. 
In this regard, the following recommendations can be formulated. 

 The communication overheads during the authentication process should be kept at minimum. This is because 

one of the most serious ways in which power is consumed is through message exchanges among the MANET 

devices. As such, only few messages should be exchanged during the authentication process so as to prevent 

draining battery power. 

 Data protection, access control and identity management should be enforced in MANETs. Doing this will protect 

the communication process from both internal and external attackers who may be interested in eavesdropping, 

intercepting, modifying or replaying the transmitted data.  

 The design of any routing protocol in MANET should be capable of thwarting typical attacks such as session 

hijacking, jamming and message interception. 

 Owing to the dynamic topology in MANETs, the routing protocols should be designed in such a way that it is 

highly scalable. This will enable it handle the frequent joining and leaving of the network nodes. 

 Due to the integration of MANET and WSN in an IoT environment, a unified framework should be put in place 

for efficient and secure communication among the intelligent agents. 

 To detect any network violations and malicious access, an effective intrusion detection system should be 

installed in MANETs. This is critical for continuous monitoring of malicious activities within the network.  

 Since MANETs have no centralized control, there should be a mechanism through which malicious nodes can 

be identified from legitimate ones. 



Global Journal of Engineering and Technology Advances, 2022, 12(01), 078–091 

85 

 During the deployment of security solutions, special emphasis should be placed on network availability, energy, 

bandwidth, latency and security. These factors are significant for the preservation of MANET devices battery 

power. Figure 2 gives a depiction of the proposed data exchange process. 

 

Figure 2 Proposed Secure MANET Communication 

As shown in Figure 2, all the communication from the MANET devices are protected by encryption keys. The algorithms 
for these keys are believed to be strong enough to deter any brute force, dictionary as well as offline password guessing 
attacks by any polynomial time adversary. Since the MANET may need to establish connections to the public internet, 
this connection should also be sufficiently protected. This may encompass traffic encryption, filtering as well as access 
control. 

4. Conclusion and future work 

For effective packet transmission in MANETs, proper routing techniques should be employed. This paper has discussed 
the challenges experienced in legacy MANET protocols from the performance and security perspectives. It has been 
noted that these legacy schemes are classified as being proactive, reactive or hybrid. Proactive techniques have been 
noted to keep route information in routing table, which ensures that the path is available whenever it is required. In so 
doing, provides better quality of service. Unfortunately, proactive protocols are not applicable in extended networks. 
They also consume a lot of energy during the routing process. On the other hand, reactive protocols are used only on 
demand basis, and therefore save on energy use as well as storage capacity. On the flipside, the determination of optimal 
paths on demand may delay the routing of the exchanged packets. To curb these challenges, many state of the art 
protocols have been put forward. Therefore, a review of the state of the art protocols that have been developed to 
address the issues in legacy protocols has been presented. Unfortunately, these protocols still have numerous setbacks 
that are yet to be solved.  Towards the end of this paper, recommendations are given on how these MANET issues can 
be effectively addressed. Future work will involve the actual realization of the proposed protocol, which will provide 
the basis for its evaluation. 
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