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Abstract 

In cryptography, encryption is the process of encoding information. This process converts the original representation 
of the information, known as plaintext, into an alternative form known as cipher text. Ideally, only authorized parties 
can decipher a cipher text back to plaintext and access the original information. Encryption does not itself prevent 
interference but denies the intelligible content to a would-be interceptor. 

AES is based on a design principle known as a substitution–permutation network, and is efficient in both software and 
hardware. Unlike its predecessor DES, AES does not use a Feistel network. AES is a variant of Rijndael, with a fixed block 
size of 128 bits, and a key size of 128, 192, or 256 bits. By contrast, Rijndael per se is specified with block and key sizes 
that may be any multiple of 32 bits, with a minimum of 128 and a maximum of 256 bits. 

In this research, a method has been suggested using the encryption algorithm multiple and serially since it was used 4 )
- AES  ( implemented serially. The proposed algorithm is faster because it encrypts 64 bytes together. It encrypts all kinds 
of data and the number of files that are encrypted (2048) file and in one as it is possible to encrypt several files or one 
file at the same time. 

The performance of this technique has been done by computer using mathlab package. 
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1. Introduction

The Advanced Encryption Standard (AES), also known by its original name Rijndael (Dutch pronunciation [ˈrɛindaːl]),[1] 
is a specification for the encryption of electronic data established by the U.S. National Institute of Standards and 
Technology (NIST) in 2001.[2] 

AES is a variant of the Rijndael block cipher[3] developed by two Belgian cryptographers, Joan Daemen and Vincent 
Rijmen, who submitted a proposal[3] to NIST during the AES selection process. Rijndael is a family of ciphers with 
different key and block sizes. For AES, NIST selected three members of the Rijndael family, each with a block size of 128 
bits, but three different key lengths: 128, 192 and 256 bits. 

AES has been adopted by the U.S. government. It supersedes the Data Encryption Standard (DES),[7] which was 
published in 1977. The algorithm described by AES is a symmetric-key algorithm, meaning the same key is used for both 
encrypting and decrypting the data. .[2] .[4] 
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In the United States, AES was announced by the NIST as U.S. FIPS PUB 1970 on November 26, 2001. This announcement 
followed a five-year standardization process in which fifteen competing designs were presented and evaluated, before 
the Rijndael cipher was selected as the most suitable (see Advanced Encryption Standard process for more details). .[6] 
.[1] 

AES is included in the ISO/IEC 18033-3 standard. AES became effective as a U.S. federal government standard on May 
26, 2002, after approval by the U.S. Secretary of Commerce. AES is available in many different encryption packages, and 
is the first (and only) publicly accessible cipher approved by the U.S. National Security Agency (NSA) for top 
secret information when used in an NSA approved cryptographic module (see Security of AES, below). [3]  

AES is based on a design principle known as a substitution–permutation network, and is efficient in both software and 
hardware.[9] Unlike its predecessor DES, AES does not use a Feistel network. AES is a variant of Rijndael, with a 
fixed block size of 128 bits, and a key size of 128, 192, or 256 bits. By contrast, Rijndael per se is specified with block and 
key sizes that may be any multiple of 32 bits, with a minimum of 128 and a maximum of 256 bits. .[7] .[8] 

The key size used for an AES cipher specifies the number of transformation rounds that convert the input, called 
the plaintext, into the final output, called the cipher text. Fig(1) 

The number of rounds are as follows: 

 10 rounds for 128-bit keys. 

 12 rounds for 192-bit keys. 

 14 rounds for 256-bit keys. 

Each round consists of several processing steps, including one that depends on the encryption key itself. A set of reverse 
rounds are applied to transform cipher text back into the original plaintext using the same encryption key. 

In cryptography, encryption is the process of encoding information. This process converts the original representation 
of the information, known as plaintext, into an alternative form known as cipher text. Ideally, only authorized parties 
can decipher a cipher text back to plaintext and access the original information. Encryption does not itself prevent 
interference but denies the intelligible content to a would-be interceptor. Fig (2) 

 

Figure 1 Use the same key in symmetric (encryption, decryption) 
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Figure 2 AES algorithm 
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Figure 3 The process of AES 

2. Propose new algorithm 

 Input data 

 Read a 512-bit block-sized file 

 Transformed into a single matrix the size of a mass 2048 bit 

 The data is converted into four single arrays, each 128 bits. 

 All arrays are integrated into a 2048-bit mass-sized single matrix 

 Data release with 512 bit mass external file 

 The process continues until the end of the data,  
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2.1. Flow chart of new algorithm fig (4) 

 

Figure 4 Flow chart of new algorithm 

3. Result and discussion 

Table 1 Computational time for encryption vs. File size in 

File in KB Proposed( modify AES) AES 

20 26 28 

35 35 58 

140 215 216 

90 435 466 

300 435 466 

512 450 501 
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Here from the table (1), we can see that, we take different file size of 20, 35, 140,90, 300 and 512. And for 20kb we get 
the execution time 26, 35, 215, 435,435 and 450. 

4. Conclusion 

This paper proposed a modification to the AES algorithm is faster because it encrypts 64 bytes together. It encrypts all 
kinds of data and the number of files that are encrypted (2048) file and in one as it is possible to encrypt several files or 
one file at the same time through the evaluation of, the results show that it provides a better security level when a 
comparison was made with AES. Therefore, is highly secure and is suitable for color image encryption In future, this 
system will be devolved to the image encryption standard based with 3timensional process. Up Next task of this system 
would be adding the authentication part for data security over cloud computing. At that stage the system will be 
concerned about the performance.  
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