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Abstract

Smart agriculture is an emerging technology that has been developed from innovative information technologies such as
Al 10T, ML, smart vehicles in order to maximize outputs while optimizing farm inputs for better production and profit.
However, these innovations have several vulnerabilities, especially, given that most of agriculture is practiced in open
fields, exposed to harsh, unprotected environments. Studies have been conducted on its security issues and how to
mitigate the threats from the vulnerabilities along with some studies in data privacy in smart agriculture. However,
studies on trust issues of farmers on these technologies are absent. This paper looks at the security issues and how they
impact on farmers’ trust on these technologies. It finally offers direction on hoe to enhance their trust on the smart
farming technologies.
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1. Introduction

Smart Agriculture (SA) is the effort to integrate IoT and Al into agricultural practices in order to enable farmers to make
efficient and effective use of agricultural inputs for maximum profits [1]- [3]. SA has attracted attention from both the
agriculture industry as well as the research community [4]. Agriculture is a primary industry globally, spanning over
several centuries and it plays an important role in social stability and economic development [5]. With the exponential
growth in global populations, the need to increase yields has motivated technological advances in agriculture. It has
attracted an increasing interest of both industry and academic researchers on SA. This is due to the fact that the use of
these technologies has led to rapid improvements in animal and crop production in both quantity and quality, along
with efficient use of resources. These innovative technologies have also exported vulnerabilities and threats [6], [7]
associated with them into farming industry. Smart agriculture provides solutions for agricultural intelligence and
automation but is laden with information security issues that cannot be ignored [8]. The Internet of Things (IoT) is a
universe of things that are seamlessly integrated into the networks of networks as active participants, exchanging data
about themselves and their perceived surrounding environments over a web-based infrastructure [9]. The use of the
Internet of Things (IoT) in agriculture helps farmers improve their productivity through better prediction, real-time
monitoring, and efficient management of crops [10]-[12].

Internet of Things (IoT)-based automation [13] of agricultural events can change the agriculture sector from being static
and manual to dynamic and smart, leading to enhanced production with reduced human efforts. Precision Agriculture
(PA) along with Wireless Sensor Network (WSN) are the main drivers of automation in the agriculture domain [14],
[15].Most of the exchanged and generated information is for and about the activities of the farmer. The agricultural IoT
process information that is important for the farmers, including their private information. This information, for
example, weather information should always be accurate. If there is an attack and modification, it may lead to losses.
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The farmer therefore, requires to be exposed to the techniques of evaluating the trustworthiness of the smart devices
such as drones. They expect to verify whether they are working correctly as designed, were correctly designed to meet
his expectations and how it ensures that it remains trustworthy [16]. The vulnerabilities and threats may lead to
modification of IoT design or functionality, leading to errors in the information the farmers get. This may lead to losses,
thereby, necessitating mistrust in these devises [17], [18]. Many studies have focused on countermeasures to mitigate
the threats to and by the [oTs to farming efficiency [19], [20], [21] and productivity but very few have focused on how
to ensure trust by the farmers on these devices.

Multiple parameters are involved in plants health including water level, temperature, soil statistics, crops’ nature,
weather conditions, fertilizer types and water requirements. PA enables a farmer to know precisely what parameters
are needed for healthy crop, where these parameters are needed and in what amount at a particular instance of time.
This involves the use of sensor-based devices [22], [23], [24], [25] that monitor, record and deliver directly to the
farmers’ laptop or smart devices, this information. This has given rise to precision agriculture, a critical area in smart
agriculture as it is one of the most important [oT applications, despite its relative rarity. As our planet is on the verge of
a food crisis, these new technological innovations to increase yields could save lives. Predicting natural conditions and
reacting to them as quickly as possible is essential for farming's efficiency and profitability [26]. In the past, such
forecasts were less precise than they are today, thanks to real-time data availability. The end result is a new direction
in farming, with this application driven by the Internet of Things, Al and other smart technologies and it's working out
well, except for security challenges. The major contributions of this article are as follows:

The benefits of Smart Agriculture are outlined

The various information security challenges of smart agriculture are discussed
Privacy and trust issues in smart agriculture are expounded in detail

Some research contributions towards [oT smart agriculture are highlighted

The rest of this article is structured as follows: Section 2 discussed the various benefits of smart agriculture, while
Section 3 describes the information security challenges of smart agriculture. However, Section 4 explains some of the
privacy and trust issues in smart agriculture, while Section 5 discusses research contributions towards [oT smart
agriculture. Towards the end, Section 6 gives the recommendations while Section 7 concludes the paper.

2. Benefits of Smart Agriculture

Smart agriculture involves the use of innovative information technologies such as Internet of Things (IoT), drones,
robotics and Artificial Intelligence (Al) in the control and management of farms in order to improve productivity and
yield while reducing input, land, and labor requirements [27]-[29]. It seeks to promote efficiency [30] in agricultural
production. Like other economic sectors, the rapid development of information technologies has significantly
transformed agricultural sector, from initial land preparation to safe and efficient delivery of produce to the market,
including many applications for its traceability back to the farm.

The world depends on agriculture as a critical source of food and by 2050, the number of humans is expected to increase
by over two billion that requires more food. As explained in [19] reports that the agriculture sector in Malaysia also has
been providing a source of food for Malaysian consumption but has been affected by climate change that always have
harmful effects on the agriculture sector. Coupled with the challenges, such as doubling food supplies for future
consumption, the world agriculture must use agricultural resources in a more accurate and precise method or optimum
resource utilization to ensure sustainable food production [21]. This called for smart farming technologies that will
bring this vital sector to a higher level of agricultural productivity and profitability. Smart agriculture has integrated
information and technologies in communication into sensors and farm equipment [31]-[34]. The agricultural industry
has entered a new age when fast and complex decision-making becomes the key to success. Technological developments
such as big data [35], IoT, artificial intelligence [36], neural networks, cloud computing, etc., equip farmers with tools
and expertise to improve decision-making during their particular phases of production and yielding [22], [37]. The
existing facts such as population expansion, climate change, and workforce scarcity have led to developing intelligent
farming systems from planting and watering to crop health care and harvests [38]. Environmental and remote
automation and surveillance using IoT are expanding fast in agriculture to produce more competent and effective
agricultural tools and services [39]-[41]. Smart farming can supply farmers with valuable environmental information
obtained from wireless [oT sensors [42] in the growing fields to increase competition and profitability [43].

The smart farming system or infrastructure integrates plant disease diagnosis, fertility ratio analysis, crop monitoring,

soil profile monitoring, water spreading, field surveillance, and water stress analysis [44], [45]. Disease diagnosis and
crop monitoring can be improved through video and image classification. Water spreading and field monitoring are
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employed using wireless devices such as drones and UAVs [46]. Soil profile monitoring can be done by collecting the
soil profile using sensors. The water stress analysis manages the availability and distribution of the smart farming
system. Finally, the fertility rate analysis can aid in effective decision-making in production planning and marketing
[38].

3. Information Security Challenges of Smart Agriculture

The researchers in [47] state that while most technologies follow a logistic-growth process, the security development
over the lifetime of computer-science technologies [48], surges at a late stage or no relation exists between the
technological change and the security development or there exists an inverse relation between security attention and
experts’ opinion. In development of smart agriculture technologies, where, existing innovative technologies have been
modeled to help improve agriculture, security could have been ignored. Authors in [49] observes that smart agriculture
is still an emerging technology and therefore, its level of security is still low. On the other hand, the researchers in [50]
and [51] state that while smart farming, SF and precision agriculture, PA aim to help farmers use inputs (such as
fertilizers and pesticides) more efficiently [52] through using Internet of Things (IoT) devices, they create new security
threats that can defeat this purpose in the absence of adequate awareness and proper countermeasures. The
researchers in [53] and [54] note that the wide use of data collection and communication technologies has increased
concerns about the privacy of farmers and their data. Although some previous studies have reviewed the security
aspects of smart farming, the privacy challenges and solutions are not sufficiently explored in the literature. Several
other studies have been conducted in data security and privacy in smart agriculture. For example, the researchers in
[51] reviewed security and privacy issues and challenges in loT-based agriculture, while the authors in [4] and [55]
discussed the security issues in the smart farming cyber-physical environment. These studies tend to focus on security
threats and solutions [56] with a few on privacy such as [4]. The researchers in [57] conducted an extensive literature
review on the use of ICT in agriculture, as well as on the associated emerging threats and vulnerabilities. The authors in
[22], [58], [59] and [60] report that many aspects of industrial agriculture have not yet fully adapted to the digital world
as is evident in the many vulnerabilities [61] currently present within agricultural systems as well as the lack of or the
fragmented nature of policy dictating both cyber security and bio-security. These looming oversights create dangers to
advanced agricultural systems, which in turn poses risk to businesses, economies, and individuals.

Previous studies have found out that in the heavily mechanized landscape of agriculture, smart technologies and remote
administration used in smart farming are quite unfamiliar for its stakeholders with most of the new threats in this
specific domain being strongly connected with similar threats that exist in cyber security in other industries [62] and
are most frequently related to, data integrity and availability [63], [64], [65], [66], [67]. Since, smart farming involves
heavy agricultural machineries getting connected online, there are many emerging vulnerabilities that can potentially
lead to disastrous consequences. Agricultural sector, being mostly, an open-field sector is directly influenced by harsh
environmental conditions, such as high temperatures, humidity, rain winds and other phenomena to which,
electromechanical equipments are susceptible to. These electro-mechanical equipments mostly use sensors to monitor
soil, crop and animal environments and are susceptible to malfunction, making it possible to provide false
measurements and commands which may lead to severe consequences in agricultural production [68], [69], [70], [71].
In addition to monitoring and controlling sensors, the wireless networks [72], [73] used in the agricultural sector are
mainly low power such as LoRaWAN, Zigbee and are affected by the harsh environmental conditions such as
temperature, humidity, obstacles and human presence that can lead to communication and data loss [74], [75]. As these
devices operate in external environments, the sensors [76] and network devices in many cases are physically accessible,
creating a major risk as anyone with malicious intentions can access them either to damage or compromise them in
order to make them malfunction [77].

4. Privacy and trust issues in smart agriculture

The key information security principles of confidentiality, integrity and availability along with authentication,
accountability and non-repudiation face enormous challenges in the open, insecure environments of smart agriculture
[78], [79], [80],[81]. Weather vagaries and even unauthorized, malicious individuals can access the devices and
manipulate them, either in the way they work or data they carry leading to losses. Extreme weather can change their
working or even cause them to crash [82], [83], [84], [85], [86]. Since they transmit data online, they can suffer man-in-
the-middle attacks [87]. Another issue when the data collected from IoT sensors and other machinery is transferred
online is data privacy and ownership [88] and [89], as farmers can suffer financial and personal damage due to data
breach. The threats to confidentiality are threats to privacy and trust and as such, have a heavy impact on farmers’ trust
and reliance on smart agricultural technologies. Threats such as the ones identified in [90] include intentional data theft
through smart applications and platforms, internal data thefts, illegal sale of data generated from the smart devices and
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use of foreign equipment such as drones, sensors cameras to access to sensitive and confidential farmer’s data [91],
[92], [93] have a negative impact on farmers’ trust in the technologies. Since smart agricultural technologies mainly
focus on automated data collection, analysis and decision-making, it is important to ensure the integrity and availability
of data [94], [95], [96], [97], [98], [99], [100], [101].

Any data breach affects the decisions made by artificial intelligence algorithms and have negative impacts on production
[102], [103. It could also endanger the eventual consumers of the agricultural products and lead to litigation issues. All
these may impact negatively on the trust of farmers on smart agriculture. Trust is enhanced when a smart device works
as it was designed to and enables the user to attain his objective. Trust in technology is defined as a willingness to
depend on the specific technology in a given situation in which negative consequences are possible [104]. For farmers
to adapt to IoT smart farming, they need to trust and believe that the technology is performing to the expected
standards, considering that the data/information collected will be critical for decision making. The smart agricultural
devices transmit data to mobile phones before it is consumed. They are therefore, expected to collect the data efficiently
and automatically in the challenging context of the network connectivity and architecture. The researchers in [105]
reports that [oT technologies and applications are intimately associated with people; hence, trust is the major issue.
With many research studies such as the research conducted in [106], reporting that more than 70% of the existing [oT
systems have severe vulnerabilities due to insecure Web interfaces, lack of encryption for transport, insufficient
authorization, and inadequate software protection [107], trust issues arise leading to reluctance by consumers to adopt
IoTs and smart agriculture [108], [109], [110], [111], [112], [113], [114].

Users’ lack of trust may not just be as a result of lack of understanding of how the device security mechanisms work
[115]. The users are more concerned with the privacy of their personal data and how it moves securely in-between
these devices [116], [117], [118], [119]. They are more concerned with the safety, usefulness, convenience, efficiency
and reliability of the smart devices and most importantly, privacy [120], [121], [122], [123], [124], [125], [126], [127],
[128]. All these factors need to be verified by the users themselves, in a simple and efficient way on their own contexts.

5. Research contributions towards IoT smart agriculture

We look at various studies that have attempted to address smart agriculture information security issues and how to
mitigate them. We look at the security aspects that they focused on. From Table 1 below, it is evident that most of the
research work did not focus on trust, a very key security aspect for implementation of smart agriculture. The few that
focus on enhancing trust look at its solutions from the design and functionality perspective, not from developing
solutions based on user perspectives. They offer trust management techniques that are widely used to identify
untrusted behavior and isolate untrusted objects [129], [130], [131], [132]. However as [115] point out, these
techniques still have many limitations like ineffectiveness when dealing with a large amount of data and continuously
changing behaviors. Table 1 shows some of the previous works that have been carried out in [oT smart agriculture

security.

Table 1 Various research contributions towards loT smart agriculture

Author Contribution Security  aspect
addressed

Yazdinejad et | Categorized the security threats within the SF/PA areas and provided a | Threats
al [4] taxonomy of these threats [133] for SF environments in order to detect the
behavior of APT attacks in SF and PA environments.

Proposed a deep privacy-encoding-based FL (PEFL) framework for SA is | Deep learning (DL)
Kumar et al. | Proposed to achieve the target of data security and privacy.

[134]

Souvik et al. | Designed an Information-Centric IoT-based Smart Farming with Dynamic | IoT
[135] Data Optimization (ICISF-DDO), that enhances the performance of the smart
farming infrastructure with low energy consumption and Improved lifetime.

Amiri-Zarandi | Presents a holistic review of big data privacy in smart farming using a data | Big data, privacy.
etal. [57]. lifecycle schema and describes privacy concerns and requirements in smart
farming in each of the phases of this lifecycle. They also review the existing
solutions and technologies that enhance data privacy in smart farming.
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Shadrin et al.
[136]

presented an embedded system enriched with the Al for prediction of the
growth dynamics of plant leaves, grounded on a low-power embedded
sensing system running the neural network-based Al and the long short-term
memory network (LSTM) as its core.

Al

Shafi etal. [14]

Demonstrated how wireless sensor network (WSN)-based PA system can be
implemented. Further proposed an loT-based smart solution for crop health
monitoring, which is comprised of two modules; a WSN -based system to
monitor real-time crop health status and a low altitude remote sensing
platform to obtain multi-spectral imagery for crop-health classification.

WSN

Gupta et al
[137]

Provided a multi layered architecture relevant to the precision agriculture
domain and discussed the security and privacy issues [138] in this dynamic
and distributed cyber physical environment.

Security/Privacy
Issues

Torky et al.
[139]

Reviewed the types of cyber attacks that can violate the security aspects of SF
and PA and presented taxonomy on cyber-threats to SF and PA on the basis
of their relations to different stages of Cyber-Kill Chain (CKC) along with their
related risk mitigation strategies.

Threats, CKC

Zanella et al. | Reviewed the state of the art smart agriculture security, particularly, in the | SA security
[54] open field agriculture, its architecture, security issues, challenges and future | architecture,
directions. Threats
Al-Fugaha et | Provided an overview of the Internet of Things (IoT) enabling technologies, | IoT
al. [140] protocols and application issues along with their key challenges presented in
the recent literature and their relation with other emerging technologies.
Aldhyani et al. | Applied deep learning models, namely long short-term memory and a | DL, CNN-LSTM.
[88] convolutional neural network combined with long short-term memory
(CNN-LSTM), for detecting various types of attacks that threaten Agriculture
4.0
Stephen et al. | Explored vulnerabilities within the system of advanced agriculture, potential | Threats

[62]

solutions to the risks presented and the future advanced agricultural system
that implements CyberBioSecurity.

Demestichas
etal. [22]

Conducts an extensive literature review on the use of ICT in agriculture, the
associated emerging threats and vulnerabilities and highlight the mitigation
measures.

Awan et al
[90]

Proposed a novel trust management mechanism to identify malicious and
compromised nodes by utilizing trust parameters.

Trust, privacy

Jayashankar et
al. [92]

Provide a unique conceptualization of perceived value but also pave the way
for a richer conceptualization of IoT core functions that enable farmers to
fulfil green and epistemic goals.

Trust,
values.

perceived

AlHogail [141]

Revealed that McKnight et.al. trust in technology model can be used to
influence the adoption of IoT through trusting that the technology will be
reliable and will operate as expected.

Trust, reliability.

Jakku
[94]

et al

Explored the socio-technical factors and conditions that influence the
development of Smart Farming and Big Data applications, using a multi-level
perspective on transitions combined with social practice theory.

Trust,
transparency

Sharma et al.
[95]

Identified the need and impact of trust determination using the trust model
algorithm.

Trust, trust model
algorithm.

Ahmed et al
[97]

Presented an overview of technologies in the domains of [oT, Climate-Smart
Agriculture (CSA), Al, Machine Learning (ML) and blockchain. They also
presented approaches for integrating loT with CSA data analysis.

IoTs
blockchain
technology.

and

Aldowah et al.
[105]

Provided an insight on the challenges of trust in [oT, and recommended
solutions from academic, technical and industry aspects.

Trust issues
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Vangala et al. | Reviewed smart agriculture security, particularly in open-field agriculture, | Security issues
[142] its architecture, security issues, challenges [143] and future directions.

Alghofaili et al. | Propose a model for a trust management model for [oT devices and services | Trust management
[115] that takes leverage from multi-criteria decision-making and deep learning | in IoTs
techniques.

6. Recommendations

The researchers in [115] and [144] offer a trust management solution for [0Ts and smart devices based on the simple
multi-attribute rating technique (SMART) and long short-term memory (LSTM) algorithm. However, like the other
models, it is focused on the developer perspective. This study recommends a solution that can be used by the farmers
to evaluate the efficiency and effectiveness of the smart devices without relying on the outputs to determine whether
they are working well or not. This should be a form of federated, user-evaluation mechanism, such as recommended in
[145], [146], [147] based on the I0Ts and whose results are transmitted to the central evaluation server for verification.
They propose, for example, in [147] that due to rising privacy concerns [148], federated learning is used to train
wearable data with privacy preservation collaboratively. However, under these state-of-the-art (SOTA) schemes suffer
fundamental limitations such as users lack convenient channels for providing feedback on wearable devices [147],
[149]. The feedback needs to come from the user evaluation schemes on their devices. This should enable them to
evaluate if, for example, drones monitoring the farm activities have not deviated from doing what they are supposed to
do.

The fear of loss of investment coupled with the expensive implementation of smart agriculture should not be shrouded
in any form of uncertainty for the farmer. Loss of market as a result of the produce tracking device erratically giving
wrong information to the customer with irreparable damage leads to mistrust in smart farming. As explained in [150]-
[152], Federated Learning (FL) is a new machine learning paradigm enhancing the use of local devices, where, at the
server level, it aggregates models learned locally on distributed clients to obtain a more general model, ensuring that
no private data is sent over the network [153], [154], [155], [156], [157], [158], [159]. This reduces the worry of loss of
privacy to users. Such an evaluation technique based on the federation framework enables evaluation strategies for
personalization of global models [160], [161][162]. When used by farmers, with their own data as training data locally,
and the only transmitted data to external server is the evaluation feedback, then, trust and confidence in the devices
will be enhanced [163], [164], [165], [166], [167], [168], [169], [170]. The farmer’s personal data does not leave his own
smart-phone or laptop before, during and even after the entire communication process.

7. Conclusion

For people to benefit from smart innovations, it is of utmost importance that the providers are trustworthy. However,
observes that their reputation is at an all-time low as incidents such as Cambridge Analytica incident, apps leaking data,
discriminating facial recognition applications exposes their untrustworthyness. However, how to measure of
trustworthiness remains unclear from the users perspective and therefore, more research needs to be undertaken and
mechanisms developed to mitigate this. This is for the reason that grayness in this aspect will continue to pose a threat
to people’s personal well-being that is intrinsically intertwined with these technologies. The study proposes that the
trust management solutions offered by and others, bundled with federated learning and feedback mechanisms from
farmer perspective would assure them of trustworthiness of the smart devices in smart agriculture.
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