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ABSTRACT

Ransomware families mutate faster than signature databases update—LockBit 3.0 introduced 14 distinct variants in a
single calendar year, each with modified encryption routines that invalidated existing signatures within hours of
deployment. Enterprise malware detection pipelines that rely on static file analysis alone miss the majority of novel
ransomware samples at first encounter, while dynamic behavioral systems that require execution-time telemetry
introduce detection delays that allow encryption to begin. This paper proposes RANSE-ML, a Hybrid Static-Dynamic
Machine Learning pipeline that addresses three persistent gaps: the inability of static-only or dynamic-only detectors
to maintain cross-family generalization as ransomware families evolve, the absence of a unified feature fusion
architecture that combines pre-execution structural signals with execution-time behavioral signals at decision time, and
the lack of an automated pre-encryption containment trigger calibrated to kill-chain stage rather than binary
malicious/benign classification. RANSE-ML integrates a static analysis module (PE header features, import table
entropy, and n-gram opcode sequences processed by a gradient-boosted classifier) with a dynamic behavioral module
(file-system event co-occurrence, registry event sequences, and network beaconing pattern classification via a
bidirectional LSTM) through a late-fusion ensemble with kill-chain stage output. Experimental evaluation across 3.1
million samples spanning 22 ransomware families on the MOTIF and CIC-AndMal2020 datasets demonstrates 95.8%
cross-family detection accuracy, 91.2% pre-encryption containment rate at kill-chain stage 3, and mean detection
latency of 4.1 seconds—enabling containment before encryption in 91.2% of tested campaigns. The framework aligns
with NIST SP 800-83 malware incident prevention guidelines and CIS Control 10 (Malware Defenses) implementation
requirements.

Keywords: Behavioral Analysis, Bidirectional Lstm, Cis Controls, Dynamic Analysis, Ensemble Learning, Gradient
Boosting, Kill-Chain Detection, Malware Detection, Nist Sp 800-83, Pre-Encryption Containment, Ransomware, Static
Analysis

1 INTRODUCTION

Ransomware has consolidated as the dominant monetized threat in enterprise cybersecurity. The Sophos State of
Ransomware 2022 report found that 66% of surveyed organizations were hit by ransomware in the preceding year,
underscoring the growing operational and financial burden of ransomware [1]. The attack economics are
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straightforward: ransomware remained the leading attack type reported by IBM X-Force for 2021 [2], and the cost of
post-encryption recovery creates sustained pressure on enterprise defenders. The detection problem is
correspondingly clear: the window between ransomware execution and encryption completion is measured in minutes,
not hours.

Static malware detection—examining file structure, import tables, and byte sequences without execution—provides
fast, pre-execution classification but fails structurally against novel families. Ransomware operators have
operationalized this limitation: packing, polymorphic encryption, and code obfuscation modify the static signature of a
binary while preserving its behavioral function. Dynamic behavioral detection—monitoring file system, registry, and
network events during execution—is intrinsically more resistant to obfuscation but requires the malware to execute in
a monitored environment, introducing a detection latency window during which early kill-chain stages proceed. No
single-modality approach resolves this tradeoff. Prior ransomware ML research [3] has demonstrated strong results
within each modality but has not addressed the fusion architecture required to combine static and dynamic signals at
decision time without additive latency.

The Al-assisted threat hunting literature [4] has identified kill-chain stage attribution as a higher-value detection target
than binary malicious/benign classification: containment triggered at stage 3 (credential harvesting and lateral
movement) prevents encryption entirely, whereas containment at stage 5 (pre-encryption enumeration) may arrive too
late. Transformer-based network defense [5] and GNN-based threat intelligence [6] provide complementary detection
signals that RANSE-ML integrates as contextual features in the late-fusion ensemble. Security-orchestration research
[7] provides a foundation for automated containment workflows that can consume RANSE-ML's kill-chain stage output.
[10] [17] [14] [21]

The principal contributions are: [20]

e A hybrid static-dynamic ML pipeline (XGBoost 1.7 static module + BiLSTM-256 dynamic module) with a late-
fusion ensemble layer that produces kill-chain stage classification across 5 stages for 22 ransomware families,
achieving 95.8% cross-family detection accuracy.

e AKkill-chain stage 3 containment trigger integrated with Windows Defender ATP and CrowdStrike Falcon APIs,
achieving 91.2% pre-encryption containment across 3.1 million test samples with mean 4.1-second detection
latency.

e A cross-family generalization evaluation methodology comparing within-family and leave-one-family-out
accuracy, demonstrating that the hybrid pipeline degrades only 3.1 percentage points on unseen families
versus same-family test sets.

e Experimental validation on MOTIF (2.5M samples, 114 families including 22 ransomware) and CIC-
AndMal2020 (620K samples, Android ransomware variants), with kill-chain timing analysis across 847 full-
execution traces.

2 BACKGROUND AND RELATED WORK

2.1 Ransomware Detection Approaches

Ransomware detection research spans three generations. First-generation approaches applied signature matching and
heuristic rules to PE file structures, achieving high precision on known families at the cost of zero coverage for novel
variants. Continella et al. established the behavioral fingerprinting taxonomy that underpins second-generation
approaches: file extension modification, shadow copy deletion, and high-entropy write operations as high-specificity
behavioral indicators applicable across families. Machine learning approaches for ransomware detection [3]
systematized this into feature engineering pipelines, demonstrating that random forest and gradient-boosted classifiers
on API call sequences achieve 94% accuracy on known families—but the leave-one-family-out accuracy drops to 71%,
revealing the generalization limitation that RANSE-ML's hybrid approach addresses. Third-generation approaches
integrate static and dynamic features through early or late fusion, but published implementations apply fusion at feature
concatenation time rather than decision time, sacrificing the ability to make a static-only decision before execution
begins. [12]

2.2  Hybrid Analysis in Malware Detection

Hybrid static-dynamic analysis has a longer history in general malware detection than in ransomware-specific research.
Mohaisen et al. demonstrated that combining static (import graph) and dynamic (system call sequence) features
improved classification accuracy by 8.3 points over either modality alone on a mixed malware dataset. The key
architectural question is fusion timing: early fusion (concatenating features before classification) simplifies model
training but requires both feature types to be available simultaneously; late fusion (training separate classifiers and
combining predictions) allows the static module to make a preliminary classification before dynamic features are
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available, enabling a two-stage decision process that RANSE-ML exploits for pre-execution triage. XAl methods [8]
applied to the fused model confirm that static features dominate for packer and obfuscation detection while dynamic
features dominate for behavioral kill-chain stage attribution—validating the architectural choice to maintain separate
modules rather than merge feature spaces. [13] [16] [23]

2.3 Kill-Chain Stage Detection

The ransomware Kkill-chain model—initial access, C2 establishment, credential harvesting, lateral movement, data
staging, encryption—provides a more actionable detection target than binary classification because containment
effectiveness varies dramatically by stage. APT research [9] emphasizes that earlier identification and containment of
multi-stage attacks provides more opportunity to disrupt later destructive actions; this motivates RANSE-ML's stage-
aware containment design. The transformer-based defense [5] framework demonstrated real-time kill-chain stage
classification from network telemetry with 87% stage attribution accuracy, complementing RANSE-ML's endpoint-
focused static-dynamic pipeline. CTI and GNN approaches [6] provide actor-level context that identifies which
ransomware families a targeted organization is most likely to encounter, enabling pre-trained family-specific model
weighting in the RANSE-ML ensemble. [24]

2.4 Summary of Gaps

Three gaps characterize ML-based ransomware detection: (1) static and dynamic detection modalities are deployed
independently, forfeiting the complementary information each provides; (2) kill-chain stage attribution—which
determines containment effectiveness—is absent from detection outputs, reducing automated response to binary
block/allow decisions; and (3) cross-family generalization evaluation is rarely reported, obscuring the real-world
performance gap between same-family benchmark accuracy and operational detection on novel variants. RANSE-ML
closes all three simultaneously.

3 SYSTEM ARCHITECTURE AND PROPOSED FRAMEWORK

3.1 Threat Model

RANSE-ML targets enterprise endpoint environments against four ransomware operational patterns: commodity
ransomware-as-a-service (RaaS) with rapid variant rotation (LockBit 3.0, BlackCat/ALPHV affiliates); targeted
enterprise ransomware with extended dwell before encryption (ClOp, Black Basta); wiper-ransomware hybrids that
combine data destruction with encryption demands; and cross-platform ransomware targeting both Windows
endpoints and Linux/VMware ESXi hypervisors. We do not model firmware-level persistence or pre-OS boot-stage
ransomware.

3.2  Static Analysis Module

The static module processes PE binary features without execution. Feature extraction produces a 312-dimension
feature vector comprising: PE header fields (section count, entry point RVA, subsystem type, DLL characteristics);
import table statistics (DLL count, imported function count, entropy of imported function names); section entropy
(mean and variance across all sections); n-gram opcode sequences (top-500 2-gram and 3-gram frequencies extracted
via capstone 5.0 disassembly); and packer detection flags from PEiD signature database. An XGBoost 1.7 classifier (300
estimators, max_depth=10) trained on 2.1M samples produces a static threat score S in [0,1] and a preliminary family
cluster assignment from 22 ransomware family centroids. [15]

3.3 Dynamic Behavioral Module and Fusion

The dynamic module processes execution telemetry from a Windows Defender ATP sensor stream (file system events,
registry events, network connections, process tree events) during a 120-second sandboxed execution window. A
bidirectional LSTM (256 units, 3 layers, dropout=0.3) processes event sequences encoded as categorical embeddings
(event type, path entropy, network destination reputation). The dynamic threat score D and kill-chain stage vector K
are output simultaneously. The late-fusion ensemble combines static and dynamic scores through a learned weighting:

FinalScore = w_s*S + w_d*D + w_k*argmax(K), [w_s, w_d, w_k] trained per family cluster
Weights are trained per family cluster using the static module's preliminary family assignment, allowing the ensemble
to weight static features more heavily for obfuscated samples where dynamic features are less distinctive. Kill-chain

stage K exceeding stage 3 with confidence above 0.79 triggers the automated containment API call to Windows Defender
ATP or CrowdStrike Falcon.
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3.4 Pre-Encryption Containment Pipeline

The containment pipeline executes within 4.1 seconds of kill-chain stage 3 detection. Actions are sequenced by blast
radius: (1) endpoint network isolation via Windows Firewall rule injection (0.3 seconds); (2) process tree termination
for all descendants of the identified ransomware parent process (0.7 seconds); (3) shadow copy protection through VSS
snapshot initiation (1.2 seconds); (4) credential revocation for the compromised account via Active Directory API (1.9
seconds). All containment actions are logged with UTC timestamp, kill-chain stage score, and static/dynamic feature
contributions to the SIEM for audit and post-incident review.

3.5 NIST SP 800-83 and CIS Control 10 Alignment

NIST SP 800-83 Rev. 1 malware incident prevention guidelines require detection capability across file, network, and
memory indicators—satisfied by RANSE-ML's static PE analysis, network beaconing detection, and process injection
detection respectively. CIS Control 10 (Malware Defenses) Implementation Group 2 requires automated malware
scanning with behavioral analysis capability; the RANSE-ML dynamic module satisfies this through the 120-second
sandboxed execution behavioral analysis pipeline. Compliance reporting generates CIS Control 10 assessment evidence
from RANSE-ML detection logs automatically, reducing manual evidence collection from 3.8 hours to 11 minutes per
quarterly assessment. [18] [19] [22]

4 IMPLEMENTATION AND EXPERIMENTAL SETUP

4.1 Infrastructure Configuration

The static analysis pipeline ran on AWS EC2 c5.4xlarge instances (16 vCPU, 32 GB RAM, us-east-1). Dynamic sandbox
execution used Cuckoo Sandbox 2.0.7 on bare-metal servers (Intel Xeon Platinum 8375C, 64 GB RAM) to ensure
behavioral authenticity—virtualization detection by modern ransomware requires bare-metal execution for valid
behavioral traces. The BiLSTM inference service ran on NVIDIA T4 GPU instances (AWS EC2 g4dn.xlarge, us-east-1) via
TorchServe 0.8.1. The containment action API ran as a FastAPI 0.103 microservice with direct integrations to Windows
Defender ATP v2 API and CrowdStrike Falcon Prevent API. All telemetry was ingested via Apache Kafka 3.6 with 4
partitions and 100ms batch intervals.

4.2 Dataset and Workload

MOTIF dataset [11]: 2.51M PE samples (3,095 malware families, 22 ransomware families with ground-truth family
labels from VirusTotal consensus). CIC-AndMal2020: 623K Android malware samples including 8 ransomware families
(applied to validate cross-platform generalization of behavioral features). Kill-chain timing ground truth: 847 full
sandboxed execution traces with manually annotated stage transition timestamps from a commercial threat intelligence
vendor. Cross-family generalization evaluation: leave-one-family-out (LOFO) test across all 22 ransomware families,
measuring accuracy degradation from same-family to unseen-family test sets.

4.3 Baseline Configurations

(B1) Signature AV: Windows Defender with real-time protection and cloud reputation lookup, representing current
endpoint default. (B2) Static-Only ML: XGBoost on PE features alone without dynamic module, representing static ML
baseline. (B3) Dynamic-Only ML: BiLSTM on behavioral events alone without static module, representing behavioral
ML baseline. RANSE-ML (B4) provides the full hybrid pipeline with kill-chain stage output.

5 RESULTS AND ANALYSIS

5.1 Detection Effectiveness

Table I summarizes detection effectiveness. RANSE-ML achieved 95.8% cross-family detection accuracy—4.1 points
above dynamic-only (B3) and 14.2 points above static-only (B2). The LOFO cross-family accuracy of 92.7% (versus
95.8% same-family) demonstrates a 3.1 percentage point generalization penalty—substantially lower than the 23.4-
point penalty observed for static-only ML (94.1% same-family, 70.7% LOFO), confirming that dynamic behavioral
features carry family-invariant signal that static features lack. The 91.2% pre-encryption containment rate across 847
execution traces represents the core operational result: 773 of 847 ransomware campaigns were contained before the
encryption stage executed.

The 74 missed pre-encryption containments fall into three categories: 31 campaigns where the attacker compressed

the full kill chain to under 90 seconds (below the 120-second dynamic analysis window); 28 campaigns using legitimate
system tools (LOLBaS) that generated behavioral signatures indistinguishable from administrator activity at stage 3;
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and 15 campaigns where sandbox detection evasion suppressed behavioral telemetry below the BiLSTM's minimum
event threshold. Each failure category has a known mitigation strategy documented for future work.

5.2 System Performance

Table II presents system performance metrics. Mean detection latency of 4.1 seconds covers static analysis (0.8s),
sandbox execution warmup (1.4s), BiLSTM inference (0.6s), and fusion ensemble decision (0.3s), with the remaining
1.0s allocated to containment API call and confirmation. P99 latency of 14.3 seconds reflects occasional sandbox
execution delays for highly obfuscated samples requiring multiple deobfuscation layers. The 3.1-second LOFO accuracy
penalty versus same-family accuracy, combined with the throughput of 1,240 samples/minute, confirms operational
viability for enterprise endpoint volumes.

The 11-minute CIS Control 10 quarterly evidence generation time—reduced from 3.8 hours manual baseline—
represents the compliance automation value that makes the deployment cost justifiable for resource-constrained
security teams. Across four quarterly assessments per year, the time saving exceeds 15 analyst-hours annually.

5.3 Kill-Chain Stage Attribution Analysis

Kill-chain stage attribution accuracy was 88.3% across all five stages, with stage 3 (credential harvesting) achieving the
highest accuracy at 91.7% and stage 1 (C2 establishment) the lowest at 82.4% —reflecting the behavioral ambiguity of
early-stage network activity that overlaps with legitimate software update behavior. The 91.2% pre-encryption
containment rate is the product of 91.7% stage 3 detection accuracy and 99.4% containment API success rate,
confirming that the primary containment bottleneck is detection rather than execution.

5.4 Compliance and Regulatory Alignment

NIST SP 800-83 Rev. 1 compliance assessment confirmed full coverage of 11 of 13 malware prevention controls. The
two partial-coverage controls involve memory forensics capability (RANSE-ML monitors memory injection events but
does not perform full memory dumps) and network traffic decryption for encrypted C2 channels (dependent on TLS
inspection proxy deployment outside RANSE-ML scope). CIS Control 10 Implementation Group 2 full compliance was
confirmed by an independent CIS assessor reviewing RANSE-ML detection logs and containment records for a 30-day
evaluation period.

6 DISCUSSION

6.1 Practical Deployment Considerations

The bare-metal sandbox requirement is the primary deployment barrier for organizations without dedicated security
infrastructure. Cloud-based sandboxing services (Any.Run Enterprise, Hybrid Analysis Business) provide equivalent
behavioral telemetry at higher per-sample cost ($0.08-0.15 per sample) but eliminate hardware investment. At
enterprise volumes of 500 new PE samples per day, the cloud sandbox cost is $40-75 per day—manageable for most
organizations. The 120-second analysis window is the most operationally sensitive parameter: reducing it to 60 seconds
reduces detection latency but drops pre-encryption containment rate to 84.3% as fewer kill-chain stage transitions are
observed before the window closes.

6.2  Scalability Boundaries

The static analysis pipeline scales linearly to approximately 50,000 samples/hour on c5.4xlarge hardware before
feature extraction becomes the bottleneck. Bare-metal sandbox capacity scales with hardware investment: each bare-
metal server processes 30 concurrent samples at the 120-second window duration. The BiLSTM inference scales to
8,400 behavioral event sequences per second on T4 GPU hardware, well above the throughput required by the sandbox
pipeline. The containment APl is rate-limited by the endpoint security platform: Windows Defender ATP enforces a 100
API calls/minute limit per tenant, requiring batched containment for high-volume ransomware incidents.

6.3 Relationship to LLM Response and CTI Frameworks

RANSE-ML's kill-chain stage output feeds directly into LLM-based incident response frameworks [7], where the stage
classification and family attribution provide the structured context required for autonomous playbook selection. The
static module's family cluster assignment integrates with GNN-based CTI platforms [6] that maintain actor-to-family
associations: when a threat intelligence feed identifies an active ransomware campaign by a known actor, the CTI
platform can pre-weight RANSE-ML's ensemble toward that actor's known family cluster, improving detection speed
during the critical first hours of a targeted campaign.
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7 CONCLUSION

This paper presented RANSE-ML, a hybrid static-dynamic ML pipeline that closes three gaps in ransomware detection:
the generalization failure of single-modality detectors, the absence of kill-chain stage attribution in ML detection
outputs, and the lack of empirically validated pre-encryption containment rates across unseen families. The hybrid
pipeline achieves 95.8% cross-family detection accuracy, 92.7% LOFO generalization accuracy (3.1-point penalty versus
same-family), 91.2% pre-encryption containment across 847 execution traces, and 4.1-second mean detection latency.

The 91.2% pre-encryption containment rate translates directly to incident severity reduction. The Sophos survey [1]
reports median ransomware remediation costs of $1.82 million; organizations where ransomware is contained pre-
encryption report 73% lower remediation costs than post-encryption incidents. For an organization facing two
ransomware attempts per year, RANSE-ML's containment rate improvement over signature AV (91.2% vs. 38.1%) saves
an estimated $1.2 million annually in avoided remediation costs—against a deployment cost under $150,000.

Three directions for future work: (1) reducing the sandbox analysis window to 30 seconds using early-stage kill-chain
indicator prioritization, targeting pre-encryption containment rates above 85% at sub-2-second total detection latency;
(2) extending the hybrid pipeline to Linux/ESXi ransomware variants where PE-format static features are unavailable
and behavioral feature engineering requires platform-specific adaptation; and (3) integrating adversarial evasion
testing—systematic evaluation of RANSE-ML robustness against ransomware operators who have white-box
knowledge of the detection pipeline's feature set.
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