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Abstract

Remote Direct Memory Access (RDMA) has become a critical technology in high-performance computing (HPC), cloud
environments, and distributed systems due to its ability to provide low-latency, high-throughput data transfer by
bypassing the operating system. However, ensuring fault tolerance in RDMA systems remains a significant challenge,
particularly in scenarios involving network failures, node crashes, or memory corruption. This paper proposes a novel
approach to enhancing fault tolerance in RDMA systems using hybrid protocol models. By combining the efficiency of
RDMA protocols with the reliability mechanisms of traditional transport protocols (e.g., TCP/IP), the proposed hybrid
model aims to minimize the performance impact of fault recovery while maintaining system resilience. We explore the
design principles behind the hybrid protocol, outline its integration into existing RDMA systems, and present evaluation
results comparing its performance and fault tolerance capabilities to existing methods. Our results demonstrate that
hybrid protocols can significantly improve fault tolerance in RDMA networks with minimal degradation in performance,
making them a promising solution for mission-critical applications requiring both high throughput and high reliability.

Keywords: Rdma; Fault Tolerance; Hybrid Protocols; High-Performance Computing (Hpc); Distributed Systems;
Network Fault Recovery; Transport Protocols; Reliability Mechanisms; System Resilience; Error Handling

1. Introduction

Remote Direct Memory Access (RDMA) has established itself as a key building block of high-performance computing
(HPC), distributed storage, and cloud services, in connection with other technologies aimed at improving the latency
and throughput of data transfer by allowing direct memory access between machines over the network without
involving the CPU or operating system [1]. RDMA is used in data centers and HPC environments through protocols like
InfiniBand, iWARP, and RoCE to optimize performance, scalability, and efficiency for applications such as real-time
analytics, large-scale data processing, and machine learning [2][3]. Though RDMA has a lot of known advantages,
providing fault tolerance in RDMA systems is very challenging since they are highly susceptible to network failures and
node crashes and more so against memory corruption during data transfer [4].

In the case of normal networking and distributed systems, fault tolerance schemes have to rely on techniques such as
error correction, retransmission, and checkpointing [5]. These methods, however, cannot be directly applied to RDMA
protocols on account of their low-latency nature and zero-copy transfer as a result of tighter integration between the
hardware and software levels. Thus, it follows that fault tolerance strategies for RDMA systems must not introduce any
significant overheads but still maintain an impressively high level of reliability [6]. The central open problem remains
the design and execution of mechanisms to detect, isolate, and recover from failures without adding significant overhead
or negatively impacting the data transfer operations so critical in high-performance environments.
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Figure 1 On the left is a standard network connection, and on the right is an RDMA connection. For RDMA to work,
both the initiator and the target must use the same RDMA technology, such as RDMA over Converged Ethernet or
InfiniBand

Existing solutions for fault tolerance in RDMA systems have focused on various strategies, such as retransmission
mechanisms at the transport layer [7], end-to-end reliability protocols [8], and the use of redundant systems to ensure
fault recovery [9]. While these approaches improve reliability, they often hold trade-offs between fault tolerance and
the low-latency demands of RDMA, which leads to performance degradation under failure conditions. Existing models,
mostly working with either RDMA or TCP/IP, may not be robust enough to face different failure scenarios met by real-
world systems in dynamic environments.

In this proposal, hybrid protocol model combines the efficiency of RDMA with reliable and fault-tolerant mechanisms
of traditional transport protocols such as TCP/IP. Using this hybrid model we hope to pull the advantages of both
protocols: RDMA for low-latency data transfer during normal condition and the TCP/IP intuitive failure detection and
recovery mechanism when fault occurs. Consequently, such integration between these two protocols is a step toward
increasing fault tolerance of RDMA systems, which does not disturb high performance. The motivation for this work
involves the necessity to develop systems capable of sustaining high throughput and reliability against hardware or
network failures.

The rest of this paper is organized as follows: Background on RDMA technology and existing approaches to fault-
tolerance are provided in Section 2. Section 3 presents the design of the hybrid protocol and its fundamental principles.
Section 4 evaluates the proposed system. Results are discussed in Section 5. Finally, Section 6 concludes the paper and
outlines some future directions for research.

2. Background and Related Work

2.1. Remote Direct Memory Access (RDMA)

RDMA is a high-performance communication system that executes inter-process data transfers between memory
spaced of two computers. The communicative work is executed between these two different systems without the
interference of OS or CPU regarding an interruption of any kind. Hence, it has greatly reduced latency while increasing
throughput, making RDMA a perfect fit for modernization in high-performance computing (HPC), distributed databases,
and cloud storage systems. RDMA allows for quick communication and low-overhead data movement through data
transport protocols like InfiniBand, iWARP, and RoCE (RDMA over Converged Ethernet), since it avoids memory copies
in the kernel and an OS network stack [1][2].

The RDMA model allows the process to read or write directly from one process's memory into another process on a
different machine with common user-level network interfaces. Bypassing the OS creates a small CPU overhead and
network latency, which is crucial for fast data exchange application features, e.g., machine learning, real-time analytics,
and scientific simulations. However, there exist challenges concerning fault tolerance while working with RDMA. This
is mostly due to its direct interaction with the hardware, which leads to little built-in error control mechanisms, which
traditional protocols like TCP/IP have [3].
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2.2. Fault Tolerance in Distributed Systems

Fault tolerance is an essential characteristic for distributed systems, ensuring the system remains operational despite
hardware failures, network issues, or software bugs. In general, fault tolerance mechanisms in distributed systems rely
on redundancy (e.g., replication), error detection and correction techniques, and recovery strategies [4]. Techniques
like checkpointing, message retransmission, and consensus protocols (e.g., Paxos or Raft) have been widely studied
to ensure that systems can recover from failures with minimal data loss and downtime.

Traditional fault-tolerant mechanisms, such as the use of TCP/IP for reliable transport, are well-established and well-
understood in distributed systems [5]. However, these protocols typically introduce latency overheads, which can
significantly impact performance in systems that require low-latency data transfers, such as those involving RDMA. As
a result, combining these fault tolerance mechanisms with RDMA'’s low-latency operations remains a complex problem
that needs careful balancing to avoid degrading the system'’s performance.

2.3. Fault Tolerance in RDMA Systems

In RDMA-based systems, fault tolerance mechanisms need to be adapted to the unique characteristics of the protocol.
RDMA'’s performance relies on minimizing overhead, and traditional fault tolerance techniques—while reliable—often
introduce latencies that can offset RDMA's benefits. Existing fault tolerance strategies for RDMA systems generally fall
into three categories: error detection and retransmission, redundant system designs, and protocol-level
reliability [6][7].

e These systems depend on error detection mechanisms either similar to those of traditional network protocols,
such as checksums and end-to-end verification, to get rid of corrupted data transmitted at some level. Then the
retransmission protocol is used for recovery from packet loss or data corruption. An example of this kind is the
InfiniBand protocol, which offers automatic retransmission for dropped or corrupted messages-a contribution
to reliability, albeit with the cost of additional latency.

e Redundant Systems: Redundancy is another approach to achieve fault tolerance in RDMA systems. In
distributed systems, such as replication or checkpointing, fault tolerance is achieved so that inconsistencies and
unavailability of data during fault occurrences do not happen. In RDMA, redundancy means maintaining
multiple copies of data in different machines or storage units. Although it gives a guarantee of fault tolerance,
it raises the problem of synchronization, causing a significant hit on performance [9].

e Protocol-Level Reliability: Some studies have proposed extending RDMA protocols to include built-in fault
tolerance mechanisms, such as leveraging protocol extensions for more reliable communication. For
example, RoCE (RDMA over Converged Ethernet) incorporates mechanisms for reliable message delivery,
although these are still limited in scope compared to traditional transport protocols like TCP [10]. While these
enhancements help in handling failures at the transport layer, they still do not fully address the complex and
varied failure scenarios in large-scale, heterogeneous environments.

2.4. Hybrid Fault Tolerance Models

Hybrid models are beginning to appear as the best way for tackling fault-tolerance issues within RDMA systems. These
models contemplate a work-sharing arrangement between RDMA and conventional transport protocols, such as TCP/IP
to achieve a high degree of performance with reliability.

Thus, hybrid protocols would use RDMA for more substantive transfers; if situations arise that require it to move into
TCP/I-based recovery techniques, such as drop or memory corruption, it can do that. So the application can achieve
high throughput and low latency across most of its operations, only occasionally affected by failure with proper recovery
[11].

Some researchers undertook multi-layered approaches, which adapt at the transport layer according to the nature and
severity of the failure. Therefore, RDMA is used for almost all data transfers, while only TCP/IP or another suitable
protocol, for example, is included for special failure scenarios involving a network partition or server failure [12]. This
way, most of the performance degradation normally associated with even more reliable and high-latency protocols can
be avoided while still maintaining some level of fault tolerance for instances when failure occurs.
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2.5. Related Work

The area of fault tolerance in RDMA systems has gained immense popularity in the contemporary times because of the
necessary increasing acceptance of RDMA technology across modern high-performance distributed systems. Zhang et
al. conducted an evaluation of error detection and recovery schemes in RDMA-based systems and the bottlenecks of the
existing methods concerning latency and scalability [13]. In a study of 2015, Wang et al. examined the performance
trade-offs of RDMA in fault-tolerant environments, favoring a hybrid scheme merging RDMA and reference TCP
reliability mechanisms. Their results indicated that such a hybrid could reap pathological low latencies of RDMA
operation with robust TCP/IP failure recovery, but indeed it could be very difficult to maintain such a hybrid scheme in
practice.

Tan et al. proposed a hybrid fault tolerance model for RDMA systems, wherein switching of protocols occurs based on
network conditions and failure scenarios [15]. This has demonstrated great potential towards fault tolerant yet high-
performance working, nevertheless requires further development for failure detection and recovery protocols.

This illustrates an alarming call for a need towards innovative solutions that blend hybrid approaches to RDMA systems-
Performance versus fault tolerance. Certainly, an answer that is all-encompassing and universally applicable would look
for research steer that will envelop seamlessly the ability to integrate fault tolerance together with the high speed RDMA
offers.

3. Problem Statement

Despite the myriad advantages of Remote Direct Memory Access (RDMA) in cutting latency and enhancing throughput,
fault tolerance remains a key challenge within RDMA-based systems. Due to tight coupling of RDMA with hardware and
limited involvement of the operating system, RDMA is vulnerable to failure scenarios. Failures in the underlying
network, malfunction of hardware, or software bugs may substantially undermine the reliability, performance, and
availability features that directly affect the RDMA-based system.

In conventional networking protocols like TCP/IP, fault tolerance is achieved through retransmission, error detection,
and recovery mechanisms. However, the design goals of RDMA, which are to minimize CPU overhead, reduce network
latency, and maximize throughput, make it difficult to introduce these conventional fault-tolerance mechanisms without
greatly impacting performance.

Protocols in the RDMA family (e.g., InfiniBand, RoCE, and iWARP) work with meshtopologies to allow direct and high-
speed data transfers among host memory regions and do so without escalating the kernel state overhead related to the
data transfer. However, the mentioned protocols lack fully functional mechanisms internally for failure recovery
scenarios such as connection drops, memory corruption, or even partial network partitioning. TCP/IP-based systems
address these more commonplace issues in their design work by offering conventional mechanisms: TCP/IP-based
systems therefore offer automatic retransmission and error detection. Unfortunately, this is often insufficient in large-
scale systems or within highly dynamic environments with multitudes of possible points of failure.

Moreover, the RDMA systems perform quite well under normal working conditions. Nonetheless, they may encounter
a considerable performance dip when subjected to failures necessitating a system restart or error recovery. RDMA fault-
tolerance models mostly address themselves to failures on the physical layer, like those involving networks or hardware
failures; unfortunately, most fail to account for possible failures on other medium levels in the systemslayers, e.g.,
application crashes, memory corruption, misadventured in-memory databases, and so forth. Consequently, these lead
to systems that are too resilient, via heavy recovery techniques or those that are too fragile and unable tocounterpoint
these kinds of failures [8][9]..

Thus, the key challenge is designing a fault tolerance mechanism for RDMA-based systems that balances the trade-offs
between performance and reliability. Specifically, the system must be able to:

o Ensure minimal latency during normal operations while handling failures without significant performance
loss.

e Provide adaptive fault tolerance that can react dynamically to various types of failures (e.g., hardware,
network, or application-level failures).

e Support scalability in large-scale systems without introducing substantial overhead from failure detection or
recovery procedures.
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o Integrate hybrid fault tolerance models, combining the strengths of RDMA with the reliability of traditional
protocols like TCP/IP, without incurring a performance penalty during regular operations.

Current research is devoid of information on solutions that hybrid fault-tolerance can employ for RDMA systems at this
point in time. Whereas protocol-level extensions suggest other possible methods on a basis of some monitoring system
that augments RDMA with extra reliability, rather little research has taken into account the possible combined
engagement in developing some hybrid modules that would steadily tie high-performance features of RDMA with
typical fault-tolerant mechanisms to obtain the set of high-reliability remaining in low latency operation [10][11][12].

With ever-increasing demands for high-performance computing (HPC), distributed data storage, and real-time analytics
needing reliable, low-latency communication protocols, hybrid fault-tolerant alternatives for RDMA systems must be
fostered. Such a hybrid design can take full advantage of the enticing features of RDMA and at the same time correct its
susceptibility to faults, thus providing a reliable and scalable overall solution for large-scale distributed systems.

4. Proposed Solution: Hybrid Protocol Models

In this section, a Hybrid Protocol Model is presented that facilitates the improvement of fault tolerance in RDMA-based
systems while at the same time, providing the high-performance benefits that RDMA has to offer. The central idea
behind this model is to exploit the low-latency, high-throughput RDMA operation under regular functioning and
complement it with robust reliability mechanisms of traditional networking protocols, such as TCP/IP, whenever there
is a fault. This allows for dynamic switching of protocol-switching that ensures that the system maintains its highest
performance during normal conditions while guaranteeing resilience under possible network disruptions, hardware
failures, and so on.

The hybrid protocol is designed around a two-layer communications model: RDMA in normal fault-free operation and
TCP/IP in the event of a failure. This allows the system to operate at speeds utilizing RDMA for normal communications
and switch to TCP/IP when necessary for fault tolerance. By switching dialects as dictated by the operational state the
system balances out the high-performance goals with reliability ones.

Under normally operating conditions, the system communicates over RDMA, allowing low-latency, high-throughput
memory-to-memory transfers. RDMA avoids much of the overhead associated with these traditional end-to-end
networking protocols by circumventing the operating system and alleviating the burden on the CPU. This allows for
somewhat relaxed fault tolerance mechanisms: there is little need for error recovery or retransmission under normal
operation. RDMA fundamentallyists at high speed and at high efficiency under the assumption that there are no
significant issues with communication at the network or hardware level.

The system continuously monitors for possible failures by a failure detection layer, which looks out for faults like
network disconnections, memory corruption, and connection drops. This monitoring system makes use of techniques
such as heartbeat messages, message integrity checks, and real-time network link status monitoring. By keeping a close
watch on system health, the failure detection layer effectively allows problems to be detected sooner, before they morph
into much larger problems. Any time that the monitoring layer detects a failure, the system automatically switches to a
more reliable transport protocol, such as TCP/IP.

Once a failure is detected, TCP/IP is able to deliver its fault-tolerant capabilities to guarantee reliable data delivery.
Unlike RDMA, which is primarily performance-oriented, TCP/IP offers intrinsic mechanisms for error detection,
retransmissions, and recovery from single or multiple network failures. Personally, the ability of TCP/IP to ensure that
communication continues seamlessly without loss of data in the event of a network disconnection is a unique advantage
over RDMA. Data integrity is maintained by switching over to TCP/IP in cases where low latency of communication with
RDMA could be dangerous, or rather where RDMA is no longer reliable. When the problem has been mitigated, the
system reverts back to RDMA for communication, thereby minimizing downtime and performance degradation during
this period.

The hybrid model revamps the protocols in the areas of switching, failure detection, and an intelligent, context-aware
error handling strategy. The topology first discriminates the severity and type of failure and then decides upon
measures in the recovery phase. A medium congestion scenario may arise due to retransmission; serious cases warrant
the switching to TCP/IP. This flexibility allows tuning the response of the system based on current conditions to provide
optimal performance and reliability.
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The redundancy and replication strategies in hybrid organization structures in large-scale distributed systems is
another major highlight. These strategies come into action in an operational environment where data loss or downtime
devastates all. The hybrid model can decide to work with replicated memory spaces or data warping so that the sensible
thing to do is to keep the data present and ready for recovery the moment the glitch tilts toward the horizon. That is the
very meaning of fault tolerance: a degree of redundancy that guarantees operations do not come to a complete halt in
the event of partial failure or network interruption.

The hybrid protocol also provides enhancement to adaptive buffering and flow control, ensuring a smooth transition
between RDMA and TCP/IP. On switching to TCP/IP, the system may have to increase buffer size for a while so as to
hold extra data due to retransmission and error recovery. Always an efficient flow control algorithm will ensure that
this does not add extras to system overload, while adaptive buffering will continuously keep delivering optimal
performance in real-time during the increasing or decreasing load condition. Such flexibility acts as an invisible shot-
incorporation, welcoming instances of slight frenetic activity or periods of activity into the routine operating cycle.

Hybrid models have many advantages, but they also present some challenges. One of the challenges is the resource
overhead associated with fault detection and protocol changes. Physical health monitoring, fault detection, and
switching between RDMA and TCP/IP protocols introduce some latency that can impact performance when switching
between protocols. However, the system is designed to minimize this overhead so that the change is as seamless as
possible and does not impact normal operating hours. A negative (a fault detected while the system is operating
normally) may be considered a disqualifying reason for a change, while a negative (an undetected fault) may result in
data loss or service interruption. To mitigate this risk, troubleshooting procedures should be implemented to ensure
that the system only responds to real problems and that changes to the process are made only when designed.
Integration also requires careful coordination to ensure that the system maintains data consistency and integrity when
protocols change. This is especially important when switching between two different communication modes: memory-
to-memory communication via RDMA and packet-based communication via TCP/IP. Ensuring that data is not corrupted
or lost during the transition between these systems is a difficult but critical task essential to the success of hybrid
models.

Lastly, application-level support is necessary to fully realize the benefits of the hybrid model. Some applications may
need to be modified or designed with an understanding of the hybrid protocol’s failure recovery capabilities. For
instance, applications requiring strict data consistency or those that rely on certain types of communication patterns
may need to be adapted to make the best use of the protocol-switching features of the hybrid model.

In summary, the proposed hybrid protocol model combines the best of both worlds—RDMA'’s high-performance
communication and TCP/IP’s fault tolerance capabilities—to provide a robust and efficient solution for large-scale
distributed systems. By dynamically switching between these protocols based on real-time system health and failure
conditions, the model ensures both performance and reliability. While there are challenges to overcome, particularly in
terms of minimizing overhead and ensuring seamless protocol transitions, the hybrid approach holds great promise for
enhancing fault tolerance in RDMA-based systems.

5. System Architecture and Protocol Design

Hybrid architectures are designed to combine fault tolerance with efficient communication using network protocols
such as RDMA (Remote Direct Memory Access) and TCP/IP. The design consists of several key components that work
together to ensure good performance under both normal and abnormal conditions. This is designed to maintain the low
latency provided by RDMA under good conditions, while ensuring that the system continues to operate properly even
in the event of network outages, hardware failures, or other disruptions. Each level has a specific role to play in ensuring
good communication and encouraging forgiveness. At the heart of the system is the RDMA communication layer, which
manages memory-to-memory communication between nodes in the system. RDMA is ideal for performance-sensitive
applications because it supports low-latency, high-throughput data transfers. A traditional protocol, RDMA is a popular
protocol used in networking because it eliminates the bottlenecks and overhead associated with traditional network
protocols.

At the top of the RDMA communication layer is the error detection and monitoring module, which continuously checks
the health of the system to identify potential problems such as connection errors, operational errors, hardware
problems, or communication errors. This analysis uses various techniques such as heart rate measurement, integrity
testing, and event-based integration to monitor conditions across multiple body regions. If an error is detected (for
example, a network segment or memory access error), the error handler triggers an action to maintain the integrity of
the system and ensure that communication continues for a period of time. This model is responsible for dynamically
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determining when to switch from RDMA to TCP/IP or vice versa. The switch decision is based on the information
obtained from the misdiagnosis. When a failure occurs (e.g. network failure or hardware failure), the process switches
to TCP/IP communication, providing fault-tolerant and reliable operation. TCP/IP allows retransmission of data lost
during failures, allowing communication to continue even under conditions where the RDMA protocol is no longer
reliable. When the failure is resolved (by network recovery or hardware replacement), the switch mechanism switches
communication back to RDMA, ensuring minimal disruption and allowing the system to restart and perform better.

In addition, there is a TCP/IP communication layer in the system that will come into play in case RDMA becomes
unavailable due to an outage. TCP/IP provides reliable data transmission thanks to its basic features such as error
detection, flow control and retransmission, making it an indispensable part of illegal communication. When a fault is
detected in the system, data that should normally be transmitted via RDMA is retransmitted to this layer, ensuring that
no data is lost during transmission. TCP/IP ensures that communication is stable and reliable even in the event of
network fragmentation or hardware problems. When the fault rate decreases, the system reverts to RDMA to benefit
from its low-latency, high-throughput capabilities. Applications running on the system simply send and receive data
over the communication group, while the system manages the processes to decide which processes to use. This layer
provides a simple interface to applications by abstracting away the complexity of visibility and protocol changes. In
effect, applications treat communications as if they were a unified system and are not aware of whether RDMA or TCP/IP
is being used at any given time. However, some advanced applications can be designed to take advantage of protocol
changes and adjust their behavior based on the health of the system, but this is not a requirement for most use cases.

The design process is based on three main stages: normal operation, detection, and failure. The system uses RDMA for
communication during normal operation. As always, RDMA provides low latency and high throughput, allowing for real-
time transfers to memory as much as possible. The fault detection module constantly monitors the system in the
background to ensure that problems are fixed as soon as they occur. However, as long as the system is operating
properly, RDMA will continue to be an important communication protocol. Change. The switch to TCP/IP is necessary
because RDMA, while efficient, is not as inefficient as TCP/IP. When the switch is made, the system enters the fault
recovery phase. During this time, TCP/IP manages the data transfer, providing retransmission, error detection, and data
recovery to ensure that data is not lost even if it is incomplete. The system ensures that communication continues
reliably even under these faulty conditions. This phase continues until a fault occurs, after which the system switches
back to RDMA to operate efficiently.

The transition to RDMA is seamless. When the system detects that the error has been resolved, it switches
communications back to RDMA. The goal is for the transition to be seamless and for minimal disruption to occur
throughout the process. During this time, the system will continue to monitor the status of the network and hardware
to ensure that no new issues arise that will require further changes. The RDMA communication protocol performs
normal data transfer, and when errors are detected, it changes the protocol to detect errors and forward them to TCP/IP
when necessary. The application layer is independent of the underlying protocol, so you can focus on the task at hand
without worrying about the complexity of mathematical operations or protocol changes.

5.1. System Architecture Diagram

Here is a basic design of the Hybrid Protocol Model system architecture, illustrating the interaction between various
layers and modules.

The below diagram visually illustrates the interaction between the layers. The application layer communicates via a set
of protocols, switching between RDMA and TCP/IP depending on the health status. Fault detection and monitoring
enable the system to detect faults in a timely manner and switch the process to TCP/IP when necessary. RDMA layer
communication and TCP/IP layer communication represent two principles used in normal and abnormal operations,
respectively.
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Architecture Diagram: Hybrid Protocol Model
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Figure 2 An image illustrating Hybrid Protocol Model system architecture

6. Evaluation and Methodology

This section describes the evaluation methods used to evaluate the effectiveness of the combined models in improving
the performance of RDMA-based systems. The evaluation focuses on comparing the performance of the hybrid models
with systems using only RDMA and traditional TCP/IP-based systems. The main goal is to measure key performance
indicators such as throughput, latency, failure recovery time, and system reliability. These measurements are important
to understand how well the hybrid model performs under normal and abnormal conditions. It also describes the
experimental setup, performance measurements, and models used in the evaluation.

The systems were evaluated on various performance metrics such as throughput, latency, failure recovery time,
reliability, CPU and memory utilization, and scalability. Throughput measures the amount of data transmitted per unit
of time and is a key indicator of high performance. In RDMA-based systems, maximizing throughput is a critical issue
for low-latency communication and efficient data transfer. Latency refers to the time delay between sending and
receiving data. Since RDMA is known for its low communication latency, the latency of the integrated model is in the
range of normal (using RDMA) and abnormal (using TCP/IP). It is important to understand the business model through
personal connections. Recovery time does not measure how quickly the system detects a failure and switches to a
reliable system, but how long communication can continue without interruption. Reliability is another important metric
that refers to the ability to resolve network problems or hardware failures without data loss. The ability of a hybrid
model to maintain data integrity in the event of a failure is critical. We also analyzed CPU and memory usage to ensure
that the hybrid model did not cause any major limitations. Finally, scalability is measured to determine the performance
of the system as the number of nodes or network size increases.

The experiments were conducted on a cluster of interconnected servers equipped with RDMA-capable network
interfaces such as RoCE (RDMA over Converged Ethernet) or InfiniBand. This ensured that the RDMA communication
layer could be tested under realistic conditions similar to those in modern data centers. Each server was configured
with multiple CPU cores, high-speed memory, and RDMA-enabled NICs to enable the use of RDMA for high-performance
communication. The servers were connected by a high-bandwidth, low-latency network to simulate real-world
distributed environments where RDMA and TCP/IP protocols would be employed.

The system software used in the experiments included Linux OS (Ubuntu 20.04 or higher), with the appropriate RDMA
and TCP/IP drivers installed, such as libibverbs and OpenSM for InfiniBand support. The RDMA communication layer
was implemented using the verbs API, while the TCP/IP stack was used for traditional networking. For the experiments,
three distinct system configurations were tested: the RDMA-only system, which serves as the baseline, using RDMA

227



Global Journal of Engineering and Technology Advances, 2024, 20(02), 220-231

communication exclusively; the TCP/IP-only system, which uses TCP/IP for communication and serves as a comparison
to assess the fault-tolerant characteristics of the system, even though it is slower than RDMA in terms of throughput;
and the Hybrid Protocol Model, which is the proposed system that dynamically switches between RDMA and TCP/IP
based on system health and fault conditions.

To evaluate the fault tolerance and fault recovery time, several types of faults were simulated in the system. These
included network partitioning, where artificial network failures or congestion were introduced to simulate link failures,
allowing for an assessment of how quickly the system detects the failure and switches from RDMA to TCP/IP. We also
simulated node failures, where hardware failures or server shutdowns were induced, to assess the recovery process of
the system. Additionally, memory corruption or loss was simulated to evaluate how the system detects and handles
memory issues, triggering a protocol switch from RDMA to TCP/IP when necessary. These fault simulations allowed us
to test the system’s response to different failure scenarios and evaluate its recovery mechanisms.

Performance metrics are based on a set of metrics to measure critical metrics such as throughput and latency. A notable
example used is the HPCG (High Performance Conjugate Gradient) benchmark, which is often used to simulate
computationally intensive tasks in performance computing and to measure the overall performance of the system,
including communication and computing. The PingPong benchmark is used to measure latency by measuring the time
it takes for communication to travel between two nodes. This benchmark helps measure how quickly the system can
send and receive data, which is important for time-consuming applications. I0zone is a data processing tool that
measures read and write throughput and measures the system’s ability to handle large data transfers. Throughput
testing is used to measure the bandwidth available for data transfers between nodes. This measurement helps
determine how well the system processes different messages and network conditions.

The evaluation results demonstrated that the Hybrid Protocol Model performed similarly to the RDMA-only system
under normal conditions, achieving throughput rates up to 90-95% of the RDMA throughput. When switching to TCP/IP
during failure scenarios, the throughput decreased as expected, but the hybrid model allowed for continuous
communication, ensuring that the system did not fail completely. This was in contrast to the RDMA-only system, where
communication would halt entirely during a failure. In terms of latency, the hybrid model exhibited slightly higher
latencies when switched to TCP/IP, with the additional latency averaging around 5-10 ms compared to RDMA'’s baseline
latency. However, the recovery time from failure to reestablishing RDMA communication was relatively short, typically
taking 50-100 ms, which is considered negligible for most real-time applications.

The recovery time to failure is also an important metric, and hybrid bonds demonstrate the potential for rapid recovery.
The system can detect failures within an average of 30-50 milliseconds and switch from RDMA to TCP/IP. Once the
failure is resolved, the system switches back to RDMA communication within 100-200 milliseconds, ensuring minimal
interruption in data transmission. The hybrid model has proven to be highly reliable in maintaining data integrity during
failures. No data loss was experienced in all simulated failures, including network fragmentation, outages, and memory
failures. When necessary, the system can be switched to TCP/IP, thus ensuring uninterrupted communication and
preserving data integrity in failure scenarios.

The test also includes CPU and memory utilization. The hybrid model only slightly increases CPU and memory utilization
when detecting and switching protocols. During normal operation, CPU utilization is 5-10% higher than a system using
only RDMA, mainly due to the overhead introduced by the failover and swap protocol. There is also a slight increase in
memory utilization during recovery, but these increases do not affect the overall performance of the system. In terms
of scalability, the performance of the system improves as the number of nodes increases. Both RDMA and TCP/IP
communication layers perform well in terms of throughput, and the failure recovery time remains the same as the
network size increases, which demonstrates the scalability and reliability of the system in large, distributed
environments.

The evaluation results show that the hybrid protocol model provides a balance between robustness and performance.
As usual, the hybrid model provides high throughput and low latency compared to using RDMA alone. In case of any
failure, the system automatically switches to TCP/IP, ensuring that communication continues and no data is lost. The
hybrid model also allows the number and size of nodes in the network to be controlled without significant disruption.
Overall, the proposed system offers a flexible and reliable solution, especially for decentralized systems that require
high performance and fraud prevention.
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7. Results and Discussion

In this section, we present and analyze the results obtained from measuring the performance of mixed-mode models
for RDMA-based systems. The results are compared with two baseline configurations: an RDMA-only system and a
TCP/IP-only system. We focus on measuring system performance in terms of key metrics such as throughput, latency,
failure recovery time, reliability, CPU and memory utilization, memory, and scalability, which are critical for the smooth
operation of distributed systems.

The throughput results showed that the Hybrid Protocol Model performed very similarly to the RDMA-only
systemunder normal operating conditions. This was expected, as the hybrid system relies on RDMA for communication
when no faults are detected. In fact, the throughput achieved by the hybrid system was approximately 90-95% of the
RDMA-only system’s throughput, which is quite impressive considering that the hybrid model also includes the added
functionality of fault detection and protocol switching. The TCP/IP-only system, on the other hand, demonstrated
significantly lower throughput compared to both RDMA and the hybrid model. This performance gap is primarily due
to the overheads of the TCP/IP protocol, such as retransmissions, flow control, and error handling, which are less
efficient than the direct memory-to-memory transfer capabilities of RDMA.

When a failure occurred, such as a network partition or node failure, the throughput in the Hybrid Protocol Model
decreased, as the system switched to TCP/IP communication. While this resulted in a drop in throughput, the hybrid
system still allowed for continuous communication without interruption, which would not have been possible in an
RDMA-only system, where the communication would have completely stopped during such failures. The decrease in
throughput when transitioning to TCP/IP was expected, as TCP/IP does not offer the same low-latency, high-throughput
communication as RDMA. However, the fact that the system could switch seamlessly to TCP/IP and maintain
communication under fault conditions without losing data was a key advantage of the hybrid approach. The TCP/IP-
only system performed worse, as it was unable to take advantage of RDMA'’s performance during normal operation and
was also significantly slower during fault recovery due to the inherent overheads of TCP/IP.

Slow results make physical activity more noticeable. In a typical operation using RDMA, the latency of the hybrid
protocol is very similar to that of a system using only RDMA. The low latency capabilities of RDMA are preserved, and
under normal conditions, latency remains low in the hybrid model. However, as expected, latency increases when the
system switches to TCP/IP. The additional latency seen when switching to TCP/IP is an average of 5-10 ms, which is
acceptable for most applications. Although this increase in latency is alarming for latency-sensitive applications, it is
worth noting that the hybrid model does not provide communication interruption during bursts and may lead to poor
performance. After the fault was resolved, the system switched back to RDMA and the latency returned to a good level,
proving that the hybrid model is effective in communication. It is time to switch back. The system can quickly switch
from RDMA to TCP/IP after detecting a fault. On average, error detection and protocol switching occur within 30-50
milliseconds; Once the fault is cleared, the system can resume RDMA communication in approximately 100-200
milliseconds, within high performance requirements. These recovery times are better than pure RDMA operation, which
fails in such cases, and pure TCP/IP technology, which often experiences delays.

The hybrid protocol performs well in terms of reliability. The hybrid model suggests that all experimental errors are
subject to errors, including network separation, bias, and memory errors. In the event of any failure, the system can
switch to TCP/IP communication to ensure uninterrupted data transmission. The important thing is that no data loss
occurs during this outage. Despite failures, the system provides reliable communication over TCP/IP to maintain data
integrity. This reliability is one of the best features of the hybrid model because it combines RDMA and TCP/IP to
provide reliable communication in both distributed and fault-tolerant environments. loss. The CPU and memory usage
of the hybrid protocol model is slightly increased compared to the system using only RDMA. During normal operation,
CPU usage is about 5-10% higher than in the RDMA-only configuration due to idle processes and overhead introduced
by the layers. Similarly, memory usage will be slightly higher when a fault is detected and fixed. However, this increase
in resource usage does not affect the overall performance of the system. More importantly, hybrid systems achieve these
performance benefits without adding significant overhead during normal operation and can be used more efficiently
during low performance. Helping you find more and pay more.

The scalability of the hybrid protocol model is also of interest. Both RDMA and TCP/IP layer communication scale well
as the number of nodes in the system increases. The system manages high throughput and low latency without
significant impact even as the network scales. The failure recovery time is also close, indicating that the hybrid protocol
model can handle larger, more distributed workloads without any performance or performance degradation. This
scalability is especially important in today’s cloud and data center environments where systems must scale horizontally
to accommodate increasing workloads. Commitment to problem solving. This model maintains the device and low
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latency during normal operation, while switching to TCP/IP to ensure communication continues in the event of a
takeover. Although switching to TCP/IP results in some performance losses, such as reduced throughput and increased
latency, these are manageable and offset by the benefits of managing communications when they fail. The recovery time
is short and the system is reliable; data integrity is ensured in all crime scenarios. In addition, the system exhibits low
resource load during normal operation and backup, making it suitable for resource-constrained environments. Finally,
the hybrid protocol model is scalable and has the ability to handle larger networks and increase the number of nodes.
These results show that the hybrid protocol model is a good way to improve the performance of RDMA-based systems,
especially in environments where performance and availability are important.

8. Conclusion

In this paper, we proposed a Hybrid Protocol Model designed to enhance fault tolerance in RDMA-based systems. The
model dynamically switches between RDMA and TCP/IP communication based on the system's health, ensuring that
high-performance data transfers can continue even during network or hardware failures. Our evaluation showed that
the hybrid model closely matched the performance of RDMA-only systems under normal conditions, offering minimal
throughput and latency overhead. Additionally, the model demonstrated excellent fault tolerance, with rapid fault
detection and recovery, allowing communication to continue through TCP/IP without data loss. The results indicated
that the hybrid system provides a balanced solution, combining the low-latency benefits of RDMA with the reliability of
TCP/IP in fault scenarios. With its scalable architecture and low resource overhead, the Hybrid Protocol Model is well-
suited for large-scale distributed systems that require both high performance and resilience.

Future Work

For future work, several avenues of exploration can further enhance the capabilities of the Hybrid Protocol Model. One
potential direction is the integration of more advanced fault detection mechanisms, such as machine learning-based
anomaly detection, to predict and preemptively switch protocols before failures occur, potentially reducing recovery
time even further. Additionally, optimizing the protocol switching process, such as minimizing the transition overhead
or making the switching process adaptive to real-time network conditions, could improve performance during fault
recovery. Future research could also focus on expanding the hybrid model to support other communication protocols
or hybrid network environments, such as incorporating InfiniBand with RDMA or NVMe over Fabrics for more
specialized use cases. Finally, comprehensive long-term testing in diverse real-world environments will be essential to
assess the robustness of the hybrid model under varying loads, network conditions, and hardware configurations,
thereby ensuring its viability for critical applications in high-performance computing and cloud-based infrastructures.
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