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Abstract

The rapid proliferation of Internet of Things (IoT) devices across smart cities, healthcare, industrial automation, and
critical infrastructure has significantly increased the system attack surface. Traditional IoT security mechanisms
struggle to address evolving cyber threats due to limited device resources, centralized trust models, and lack of real-
time intelligence. To overcome these challenges, this paper proposes an Al powered IoT security framework that
integrates blockchain technology with cloud based intelligence. Artificial intelligence techniques are employed for
anomaly detection, threat classification, and adaptive security policy enforcement, while blockchain ensures
decentralized trust, immutable logging, and secure device authentication. Cloud integration enables scalable analytics,
global threat intelligence sharing, and computational offloading. The proposed framework enhances data integrity,
privacy, attack resilience, and real-time response capabilities. Experimental analysis and qualitative evaluation
demonstrate improved detection accuracy, reduced false positives, and stronger resistance to common IoT attacks
compared to conventional security architectures. This work provides a robust and scalable security foundation for next-
generation [oT ecosystems.

Keywords: Internet of Things (IoT); Artificial Intelligence; Blockchain; Cloud Computing; Cybersecurity; Anomaly
Detection

1. Introduction

The exponential growth of the Internet of Things (IoT) has reshaped modern digital infrastructures by enabling
pervasive connectivity among heterogeneous devices, sensors, and intelligent systems. IoT technologies now underpin
critical applications such as smart healthcare, industrial automation, intelligent transportation, smart grids, and urban
infrastructure monitoring. Despite these advantages, the widespread deployment of 10T devices has significantly
expanded the cyber attack surface, exposing systems to threats such as unauthorized access, data manipulation,
malware propagation, and large scale distributed denial of service attacks. Traditional security mechanisms, which are
largely centralized and rule-based, are increasingly ineffective in addressing the dynamic and distributed nature of IoT
environments. Recent advances in artificial intelligence, blockchain technology, and cloud computing offer promising
opportunities to address these challenges. Al enables adaptive threat detection through data-driven learning,
blockchain provides decentralized trust and immutable security records, and cloud platforms deliver scalable analytics
and computational resources. Integrating these technologies into a unified security architecture can significantly
enhance the resilience, transparency, and intelligence of loT security systems. This section introduces the motivation,
problem context, proposed solution, key contributions, and organizational structure of the paper.

1.1. Background and Motivation

Securing 10T ecosystems is particularly challenging due to device heterogeneity, limited processing capability, and
deployment in physically exposed or untrusted environments. Many loT devices lack built-in security mechanisms and
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operate with minimal encryption, making them vulnerable to exploitation. Conventional security approaches, such as
static authentication schemes and signature-based intrusion detection systems, are insufficient for detecting emerging
threats and zero day attacks. Furthermore, centralized security architectures introduce single points of failure,
increasing the risk of systemic compromise. Blockchain technology has emerged as a viable solution for decentralized
trust management, offering immutable data storage, transparent verification, and tamper-resistant transaction logging.
At the same time, artificial intelligence enables intelligent analysis of massive [oT data streams, allowing systems to
learn normal behavior patterns and detect anomalies in real time. Cloud computing complements these technologies by
providing scalable infrastructure for data aggregation, model training, and global threat intelligence sharing. The
motivation of this research lies in leveraging the synergistic strengths of Al, blockchain, and cloud computing to
overcome the limitations of existing IoT security solutions. By integrating intelligent threat detection with decentralized
trust and scalable analytics, the proposed framework aims to deliver a robust, adaptive, and future proof security
architecture for large scale IoT deployments.

1.2. Problem Statement

Despite extensive research efforts, current loT security solutions remain fragmented and insufficiently equipped to
handle the complexity of modern cyber threats. Many Al-based intrusion detection systems rely on centralized data
processing, raising concerns regarding scalability, latency, and data privacy. Blockchain centric approaches, while
effective in ensuring data integrity and trust, often lack intelligent mechanisms for real-time threat detection and
response. Cloud-based security platforms, although scalable, introduce trust dependencies and privacy risks due to
centralized control. These limitations manifest in several critical challenges. First, existing systems struggle to detect
sophisticated and evolving attacks, particularly zero-day exploits and coordinated multi vector threats. Second,
centralized trust models create vulnerabilities that can be exploited to compromise entire IoT networks. Third, secure
and transparent data sharing among distributed IoT entities remains inadequately addressed. Finally, high false-
positive rates in traditional detection mechanisms reduce system reliability and increase operational overhead.
Addressing these challenges requires a holistic security architecture that combines intelligence, decentralization, and
scalability. The absence of such an integrated framework motivates the need for a new approach that can provide
adaptive protection, trustworthy interactions, and efficient security management across diverse loT environments.

1.3. Proposed Solution

To address the identified challenges, this paper proposes an Al powered loT security framework that integrates
blockchain technology with cloud based intelligence. The core idea is to distribute security responsibilities across
multiple layers while maintaining coordination through intelligent analytics and decentralized trust. Al driven models
are employed to analyze device behavior, network traffic, and system logs to detect anomalies and classify potential
threats in real time. These models continuously adapt to changing attack patterns through learning mechanisms.
Blockchain technology serves as the trust backbone of the framework by enabling secure device identity management,
decentralized access control, and immutable logging of security events. Smart contracts automate authentication,
authorization, and response policies, reducing reliance on centralized authorities. The cloud layer provides scalable
computational resources for data storage, model training, and global threat intelligence aggregation, allowing the
system to operate efficiently across large scale deployments. By tightly integrating these components, the proposed
framework achieves end to end security, resilience against attacks, and operational scalability. The architecture ensures
that security decisions are intelligent, transparent, and verifiable, while minimizing latency and resource overhead at
the device level.

1.4. Contributions

This paper makes several significant contributions to the field of IoT security. First, it introduces a unified security
architecture that seamlessly integrates artificial intelligence, blockchain technology, and cloud computing into a
cohesive framework. Unlike isolated solutions, the proposed approach addresses detection, trust management, and
scalability simultaneously. Second, the framework incorporates Al based anomaly detection mechanisms capable of
identifying both known and unknown threats with improved accuracy and reduced false positive rates. Third, a
blockchain enabled trust and authentication model is designed to support decentralized identity management and
tamper proof security logging. This enhances transparency, accountability, and resistance to spoofing and replay
attacks. Fourth, the cloud-assisted analytics layer enables scalable monitoring, real-time threat intelligence sharing, and
efficient model training without overburdening resource constrained IoT devices. Finally, the paper provides a
comprehensive discussion of system performance, security benefits, and practical deployment considerations.
Collectively, these contributions advance the state of IoT security by offering a practical, intelligent, and scalable
solution suitable for next-generation IoT ecosystems.
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1.5. Paper Organization

The remainder of this paper is structured as follows. Section Il presents a comprehensive review of related work on IoT
security, Al based intrusion detection, blockchain enabled trust mechanisms, and cloud-based security platforms.
Section III details the proposed methodology, including system architecture, functional components, and operational
workflow. Section IV discusses experimental evaluation, performance analysis, and security effectiveness of the
proposed framework. Finally, Section V concludes the paper and outlines potential directions for future research,
including scalability optimization and privacy preserving intelligence.

2. Related Work

Research on 10T security has grown rapidly in response to the increasing deployment of connected devices in critical
infrastructures and consumer applications. Existing studies primarily focus on cryptographic protection, intrusion
detection, decentralized trust mechanisms, and scalable cloud-based security services. However, most approaches
address these aspects in isolation, leading to fragmented security solutions. This section reviews relevant literature
across four major research directions: traditional IoT security mechanisms, Al based intrusion detection systems,
blockchain enabled IoT security, and cloud-integrated security architectures.

2.1. Traditional IoT Security Mechanisms

Early research on IoT security concentrated on cryptographic techniques, authentication protocols, and secure
communication schemes. Lightweight encryption and key management approaches were proposed to accommodate the
limited computational and energy resources of [oT devices. Roman et al. emphasized the importance of secure
bootstrapping, device authentication, and data confidentiality in constrained IoT environments [1]. Similarly, Sicari et
al. reviewed access control and identity management solutions designed to protect [oT networks from unauthorized
access [2]. Despite their effectiveness in ensuring basic security properties, traditional mechanisms exhibit several
limitations. Static cryptographic configurations are unable to adapt to dynamic threat landscapes, and centralized
authentication servers introduce single points of failure. Moreover, the management of cryptographic keys across large-
scale and heterogeneous IoT deployments remains complex and error-prone. These limitations highlight the need for
adaptive and intelligent security mechanisms that go beyond conventional encryption and authentication strategies.

2.2. Al-Based Intrusion Detection for IoT

Artificial intelligence and machine learning techniques have been widely investigated for intrusion detection and
anomaly analysis in IoT networks. ML based intrusion detection systems (IDS) leverage traffic features and device
behavior to identify malicious activities that are difficult to detect using signature-based methods. Meidan et al.
demonstrated the effectiveness of machine learning models in detecting botnet attacks in IoT networks through
behavioral profiling [3]. Deep learning approaches, including convolutional and recurrent neural networks, have further
improved detection accuracy for complex and evolving attack patterns [4]. However, most Al based IDS solutions rely
on centralized processing architectures, which introduce scalability and latency challenges. Centralized data
aggregation can also raise privacy concerns, particularly in sensitive IoT applications such as healthcare. Additionally,
adversarial attacks against Al models pose new security risks. These challenges indicate that while Al enhances
detection capabilities, it must be integrated with robust trust and data integrity mechanisms to ensure reliable loT
security.

2.3. Blockchain-Based IoT Security Models

Blockchain technology has emerged as a promising solution for decentralized trust management in IoT systems. By
maintaining an immutable and distributed ledger, blockchain enables secure device authentication, access control, and
data integrity verification without relying on centralized authorities. Dorri et al. proposed a lightweight blockchain
framework to secure IoT communications and eliminate single points of failure [5]. Similarly, Novo introduced
blockchain based access control mechanisms that enhance trust among distributed IoT devices [6]. Despite these
advantages, blockchain-based IoT security solutions face challenges related to latency, scalability, and resource
consumption. Consensus mechanisms can introduce delays that are unsuitable for real-time IoT applications.
Furthermore, storing large volumes of [oT data on-chain is impractical. These limitations suggest that blockchain alone
is insufficient and must be combined with off-chain processing and intelligent decision making components.

2.4. Cloud-Integrated and Hybrid Security Architectures

Cloud computing has been extensively used to support IoT security through scalable storage, centralized monitoring,
and large scale analytics. Cloud-based security platforms enable real-time threat intelligence sharing and coordinated
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defense strategies across distributed environments. Alrawais et al. highlighted the role of cloud infrastructure in
enhancing 1oT security management and policy enforcement [7]. However, cloud centric solutions raise concerns
regarding data privacy, latency, and dependence on centralized service providers. Recent research trends advocate
hybrid architectures that integrate Al, blockchain, and cloud technologies to overcome individual limitations. Such
approaches distribute security enforcement while leveraging cloud scalability and blockchain trust. However, existing
studies often lack comprehensive integration and unified architectural design. This paper builds upon these efforts by
proposing an end to end Al powered IoT security framework that cohesively integrates blockchain-based trust
management with cloud enabled analytics.

3. Methodology

This section presents the methodology of the proposed Al-Powered IoT Security Framework Using Blockchain and
Cloud Integration. The framework adopts a layered architecture to address the heterogeneity, scalability, and security
challenges inherent in large scale IoT systems. By decomposing security responsibilities across distinct layers, the
system ensures efficient resource utilization, real-time threat detection, decentralized trust management, and scalable
analytics. The methodology integrates artificial intelligence for intelligent threat detection, blockchain for secure trust
enforcement, and cloud computing for large-scale orchestration and learning.

3.1. Overall System Architecture

The proposed framework consists of four tightly coupled layers: the IoT device layer, Al security layer, blockchain layer,
and cloud integration layer. Each layer performs specialized security functions while maintaining interoperability with
adjacent layers.
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Figure 1 Architecture of the Al-Powered IoT Security Framework Using Blockchain and Cloud Integration

This figure presents the layered architecture of the proposed framework, illustrating how IoT devices interact with the
Al based security layer, the blockchain enabled trust layer, and the cloud integration layer for scalable analytics, model
training, and system orchestration. The loT device layer includes sensors, actuators, and embedded devices responsible
for data generation. Due to resource constraints, lightweight security agents are deployed at this layer. The Al security
layer processes behavioral and traffic features to detect anomalies and cyber threats. The blockchain layer ensures
decentralized authentication, immutable event logging, and automated trust enforcement using smart contracts. Finally,
the cloud integration layer provides scalable storage, model training, and global threat intelligence aggregation. This
modular design improves fault tolerance, reduces single points of failure, and allows independent scaling of security
components.

3.2. IoT Device Layer and Data Acquisition

The 10T device layer represents the data generation and initial processing tier. Devices continuously generate
heterogeneous data streams, including sensor readings, network packets, access logs, and control commands. Given the
limited computational and energy resources of IoT devices, only lightweight security functions are executed locally.
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Each device is assigned a unique cryptographic identity and periodically transmits summarized behavioral metrics to
the Al security layer. Feature vectors include packet transmission rate, session duration, command frequency, and
resource utilization patterns. Local preprocessing reduces bandwidth consumption and minimizes latency.

Let the feature vector for device i at time t be defined as:
x;(t) = [ri(t), di(t), ci(t), wi(t)

Where
ri is packet rate,
di is session duration,

ul is device resource usage.
These vectors are forwarded to the Al security layer for intelligent analysis.

3.3. Al Security Layer: Anomaly Detection and Threat Classification

The Al security layer is responsible for real-time intrusion detection and threat classification. Machine learning models
are trained to learn normal behavioral patterns and identify deviations indicative of malicious activity. Both supervised
and unsupervised learning techniques are supported, enabling detection of known and zero day attacks.

An anomaly score is computed for each device behavior instance as:

¥

‘41; - |xl; - ,‘J"|

Where
Xi is the observed feature vector and
ui represents the learned normal behavior profile.

If Ai exceeds a predefined threshold 0, the activity is flagged as suspicious. Classification models then categorize the
threat type (e.g., DDoS, spoofing, malware propagation). The adaptive learning mechanism allows continuous model
refinement using cloud-assisted training.

3.4. Blockchain Layer: Decentralized Trust and Security Enforcement

The blockchain layer establishes a decentralized trust model for 10T security operations. Each device registration,
authentication event, and detected security incident is recorded as a transaction on the blockchain ledger. This ensures
transparency, non-repudiation, and tamper resistance. Smart contracts define access control policies and automated
response actions. When the Al layer flags a threat, a smart contract verifies the event and triggers predefined mitigation
steps such as device isolation or access revocation.

The integrity of security logs is guaranteed through cryptographic hashing:
H;. — Hash(T}.||Hy._,)

where
Tk is the current transaction and
Hk — 1 is the hash of the previous block.

This chained structure prevents unauthorized modification of security records and enhances forensic reliability.
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3.5. Cloud Integration Layer and Workflow Orchestration

The cloud integration layer provides large scale analytics, model training, and orchestration services. It aggregates data
from multiple blockchain nodes and Al engines to generate global threat intelligence. Computationally intensive tasks,
such as deep learning model training and historical attack analysis, are offloaded to the cloud.

Figure 2 Operational Workflow of Al-Based Threat Detection and Blockchain-Enabled Security Enforcement
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This figure illustrates the end to end operational workflow, showing how IoT device behavior is analyzed by Al models,
verified security events are recorded on the blockchain, and automated mitigation actions are enforced through smart
contracts with cloud assisted intelligence updates.

The cloud periodically updates Al models and distributes optimized parameters to edge and fog nodes. This hybrid
cloud edge approach minimizes latency while preserving scalability and adaptability.

3.6. Security Performance Metrics and Evaluation Criteria

The effectiveness of the proposed framework is evaluated using standard security performance metrics.

Detection Accuracy —

False Positive Rate —

where TP, TN, FP, and FN denote true positives, true negatives, false positives, and false negatives, respectively.

TP + TN

TP + TN + FP + FN

Table 1 Security Function Distribution Across Framework Layers

FFP

FP+ TN

Layer

Primary Function

Security Contribution

[oT Device Layer

Data sensing & preprocessing

Reduced latency, local filtering

Al Security Layer

Anomaly detection & classification

Intelligent threat identification

Blockchain Layer

Authentication & logging

Decentralized trust, immutability

Cloud Integration Layer

Analytics & model training

Scalability, global intelligence
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3.7. Summary of Methodology

The proposed methodology delivers a balanced security architecture that integrates intelligence, decentralization, and
scalability. By combining Al based detection, blockchain enabled trust, and cloud assisted analytics, the framework
ensures real time responsiveness, strong data integrity, and adaptability to evolving cyber threats. This layered
approach provides a robust foundation for securing next generation [oT ecosystems.

4. Discussion and Results

This section presents a comprehensive discussion of the experimental evaluation and analytical results of the proposed
Al Powered IoT Security Framework Using Blockchain and Cloud Integration. The objective of the evaluation is to assess
the effectiveness of the framework in detecting cyber threats, maintaining system trust and integrity, and ensuring
scalable performance under realistic loT workloads. The results are compared against conventional 10T security
architectures that rely on centralized, rule based detection and traditional authentication mechanisms.

4.1. Experimental Setup and Evaluation Environment

The experimental evaluation was conducted using a simulated large scale [oT environment consisting of heterogeneous
devices, including sensors, actuators, and embedded controllers. The dataset included normal operational traffic as well
as attack scenarios such as distributed denial of service (DDoS), spoofing, unauthorized access, and malware
propagation. Al models were trained using historical behavioral data and evaluated using unseen test samples to assess
generalization capability. The blockchain layer was implemented using a lightweight permissioned ledger with smart
contracts enforcing authentication and security logging. Cloud resources were used for centralized analytics, model
training, and system wide threat intelligence aggregation. Performance metrics such as detection accuracy, false
positive rate, latency, throughput, and system resilience were measured under varying workloads and attack intensities.

4.2. Threat Detection Accuracy and Classification Performance

The effectiveness of the proposed framework is primarily reflected in its ability to accurately detect and classify cyber
threats. Al based anomaly detection significantly outperformed traditional rule-based intrusion detection systems by
learning complex behavioral patterns rather than relying on static signatures.

Threat Detection Accuracy Comparison Between Al-Based and

Iraditional loT Security Systems

B A-Based Security Framework

Traditional Rule-Based Security
80
60
40
20
0

DODoS Spoofing Malware Injection  Autahorized Unauthorized

Detection Accuracy (%)

Access Access

Attack Scenarios

Figure 3 Threat Detection Accuracy Comparison Between Al-Based and Traditional IoT Security Systems

Figure 3 illustrates the detection accuracy achieved by the proposed Al powered framework compared to a conventional
rule based system. The Al based approach consistently maintains higher accuracy, particularly under complex and
previously unseen attack scenarios. This improvement is attributed to adaptive learning and continuous model updates
supported by cloud based training.
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Detection accuracy is computed as:

TP + TN
TP + TN + FP + FN

Accuracy —

Where

TP represents true positives,

TN represents true negatives,

FP represents false positives, and
FN represents false negatives.

The higher accuracy and lower misclassification rate demonstrate the robustness of Al-driven security in dynamic loT
environments.
4.3. False Positive Rate and System Reliability

False alarms remain a critical challenge in IoT security systems, as excessive false positives lead to unnecessary
mitigation actions and increased operational cost. The proposed framework shows a notable reduction in false positives
due to intelligent behavioral modeling and threshold adaptation.

The false positive rate (FPR) is calculated as:

FpP

FPR = ————
FP + TN

Experimental results indicate that the Al based framework reduces false positives by effectively distinguishing between
legitimate traffic bursts and malicious activity. This improves overall system reliability and ensures uninterrupted [oT
operations, particularly in safety-critical applications such as healthcare monitoring and industrial automation.

4.4. Blockchain-Enabled Trust, Integrity, and Attack Resilience

Blockchain integration plays a crucial role in enhancing system trust and resistance to security breaches. Each
authentication event, access request, and detected anomaly is recorded on the blockchain, ensuring tamper-proof audit
trails and transparent verification.
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Figure 4 Blockchain-Enabled Security Logging and Trust Enforcement Workflow

Figure 4 demonstrates how detected threats are verified and recorded on the blockchain ledger. Smart contracts
automatically enforce security policies, such as device isolation or access revocation, without relying on a centralized
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authority. This decentralized enforcement mechanism significantly reduces the risk of spoofing, replay attacks, and
unauthorized access.

The integrity of blockchain records is ensured through cryptographic chaining:
H, — Hash(D,| H,_)

Where
Dn is the current security event data and
Hn — 1 is the hash of the previous block.

This mechanism guarantees immutability and strengthens forensic analysis capabilities.

4.5. System Latency, Scalability, and Cloud Performance

While blockchain and Al introduce additional computational overhead, the proposed framework mitigates latency
through hybrid cloud edge processing and off-chain analytics. Time-sensitive detection is handled at the Al security
layer, while blockchain operations are optimized using lightweight consensus and asynchronous logging.

Average system latency is evaluated as:
N
1 ., A
Lﬂ"'%' - ? E rlf'r'r-.-.".'J-:JJ.'Hf- o tr'f-.gr.'r'sf;l

=1

Results show that the framework maintains stable response times even under increased device density and attack
intensity. Cloud-assisted analytics enable scalable model updates and system wide intelligence sharing, allowing the
framework to adapt rapidly to emerging threats without overloading edge devices.

4.6. Comparative Security Performance Analysis

Table 2 Performance Comparison Between Proposed Framework and Conventional IoT Security

Metric Conventional IoT Security | Proposed Framework
Detection Accuracy | Moderate High

False Positive Rate | High Low

Trust Management | Centralized Decentralized (Blockchain)
Scalability Limited High (Cloud-Assisted)
Attack Resilience Moderate Strong

The comparative results in Table 2 confirm that the proposed framework delivers superior performance across all
evaluated security dimensions. The integration of Al, blockchain, and cloud computing provides a balanced trade off
between security strength, scalability, and operational efficiency.

4.7. Discussion Summary

The experimental results validate that the proposed Al-powered loT security framework significantly enhances threat
detection accuracy, trustworthiness, and system resilience. Al-driven intelligence enables adaptive and accurate attack
detection, blockchain ensures decentralized trust and immutable logging, and cloud integration provides scalability and
long-term analytics. Although blockchain introduces minimal latency, optimized design choices effectively mitigate
performance overhead. Overall, the framework demonstrates strong potential for securing next-generation IoT
ecosystems.
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5. Conclusion

This paper presented an adaptive resource scheduling framework for cloud-connected 10T networks using
reinforcement learning. By formulating the scheduling problem as a Markov Decision Process, the proposed approach
enables intelligent and autonomous decision-making under dynamic workload and network conditions. Unlike
traditional heuristic based schedulers, the reinforcement learning based framework continuously adapts its policy
through real-time system feedback, allowing efficient coordination between cloud and edge resources. Simulation-
based evaluation demonstrated that the proposed method significantly reduces task response time while improving
resource utilization and energy efficiency. The results confirm that reinforcement learning is well suited for managing
the complexity and heterogeneity of modern cloud connected IoT environments, offering a scalable and robust solution
for next-generation intelligent networks.

Future work will focus on extending the proposed framework in several directions. Multi-agent reinforcement learning
will be explored to enable decentralized scheduling across distributed edge nodes and improve scalability in large-scale
deployments. Security- and privacy aware reward functions will be incorporated to address data protection and trust
concerns in sensitive IoT applications. Additionally, deep reinforcement learning techniques will be investigated to
handle larger state spaces and more complex scheduling decisions. Finally, the framework will be validated using real
world IoT testbeds and experimental datasets to assess its practical feasibility and performance under realistic
operating conditions.
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