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Abstract 

Campus hostels are environments where students live, interact with people and develop socially. However, campus 
hostels are also spaces where various forms of misconduct such as theft, drug use and many more can occur and such 
misconducts affects student safety and disrupt the overall well-being of students and traditional methods of predicting 
misconduct have proved to be less effective due to their inability to handle complex data patterns. This project focuses 
on the development of a machine learning-based system for detecting and preventing misconduct in campus hostels. 
The system made use of three machine learning algorithms, which are Linear Regression, Random Forest and XGBoost, 
to analyze past misconduct data and identify patterns for predictions. Data preprocessing techniques such as encoding 
and normalization were carried out to improve model performance and accuracy. The findings showed that XGBoost 
performed best with an R-Squared Score of over 93%, Mean Squared Error of 1.16 and Root Mean Squared Error of 
1.08, indicating strong predictive capability. The system was interfaced into a web-based platform to allow 
administrators receive predictions. The system provides features like data visualizations, analytical dashboards, and 
report generation to help administrators in decision making. This project shows that machine learning can improve 
misconduct detection and promote safer hostel environment for students. 
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1. Introduction

Conventional methods of detecting misconduct are usually manual, surveillance systems or rule-based mechanisms. 
These methods can only identify glaring misconducts and are usually ineffective in detecting complex or recurring 
patterns [1]. These limitations have led to the exploration of more advanced technologies, focusing mainly on those 
based on machine learning and artificial intelligence [2], [3]. As a result, universities struggle to proactively address 
these misconducts before it becomes a bigger problem. In recent times, machine learning has emerged as a very 
powerful tool for analyzing large datasets and identifying hidden patterns. Machine learning is a branch of artificial 
intelligence that allows systems to learn from data and make predictions without being programmed [4]. Its ability to 
process large volume of data makes it very useful in areas such as anomaly detection and predictive analysis. The 
application of machine learning in education has gained attention. Researchers have shown that machine learning 
algorithms can effectively predict student performance, detect anomalies and identify cases of academic misconduct 
[5]. Studies have shown that the prevalence of academic misconduct has increased greatly, particularly with the rise of 
digital learning technologies and online assessments [6]-[8]. For example, Decision Trees, Random Forest and Support 
Vector Machines have been used to detect cheating behaviors and predict the likelihood of misconduct [9]. In addition, 
the rise of artificial intelligence tools has greatly increased the occurrence of misconduct that is difficult to detect by 
using traditional methods such as manually scanning through records [10], [11].  
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One of the key advantages of machine learning is its ability to predict. Machine learning models can identify trends and 
predict future behaviors, by learning from historical data. This allows institutions take proactive measures [12], [13]. 
This is very important in campus hostels where misconduct happen often and can go undetected due to limited 
supervision and inadequate monitoring systems. Despite the growing body of research on machine learning 
applications in education, there is limited focus on its use in detecting misconduct within campus hostels. Most existing 
studies concentrate more on academic dishonesty in classroom or online settings, leaving a gap in addressing 
misconduct in environments where students live [5], [8], [14]. Also, many institutions still rely on reactive approaches 
which are after the incident has happened, rather than predictive, data driven systems.  

In addition to detection challenges, recent studies have highlighted the effect of behavioral and environmental factors 
in influencing misconduct among students. Factors such as peer influence, academic pressure, and opportunity have 
been identified as major factors that contribute to dishonest practices in higher institutions. For instance, studies 
conducted among Nigerian undergraduates reveal a high prevalence of academic dishonesty linked to environmental 
and social influences [15], [16]. Also, a research on campus criminality shows that students in campus hostels are more 
vulnerable to misconduct due to weak supervision and increased interaction among peers [17]. Past studies have also 
shown that inadequate monitoring and poor management lead to the rise of theft in campus hostels [18]. 

To address these challenges, this project proposes a machine learning-based misconduct pattern detection and 
prevention system for campus hostels. The system uses historical data to identify recurring pattens of misconduct and 
predict future happenings. By integrating predictive analysis with a user-friendly interface, the system aims to support 
administrators in making informed decisions and implementing timely interventions. This project contributes to the 
advancement of intelligent systems in educational environments by demonstrating how machine learning can be used 
to improve safety, enhance monitoring, and promote ethical behavior within campus hostels. 

2. Methodology 

This project follows a structured, data-driven approach for the development of a machine learning-based system aimed 
at detecting and preventing misconduct patterns in sustainable communities, particularly campus hostels. The 
methodology includes data collection, data preprocessing, system design, and implementation.  

2.1. Data Collection 

Secondary data was used in this work. This was gotten from the Security Unit of the University. The dataset consisted 
of records of misconduct incidents across all hostels over a period of ten years (2019 to 2025 sessions). Each record 
contained the type of misconduct, semesters, year of occurrence of misconduct, hostel names, and the number of 
student(s) involved. These records are contained in separate session files and were merged into a single dataset to 
enable analysis of trends and patterns over time. The snapshot of the raw data is shown in figure 1 with attributes such 
as misconduct type and hall names. 

 

Figure 1 Snapshot of Raw Data 
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2.2. Data Preprocessing 

Data preprocessing and cleaning was embarked on to ensure the quality and reliability of the dataset. The collected data 
contained some missing values, inconsistencies, and duplicate entries which were addressed during this stage. Missing 
values were handled by using substitution with mean values and estimation based on the data. Numerical data was also 
normalized to ensure uniformity and this was done by using the Min-Max Scaling technique, which transforms values 
into a consistent range between 0 and 1. Furthermore, categorical data such as hostel names and type of misconduct 
were converted into numerical format using One-Hot encoding. The issue of imbalanced data was also addressed, as 
some types of misconduct occur more frequently than the others using data-sampling and weighting techniques to 
ensure that the models do not act biased towards more frequent misconducts. Furthermore, the dataset was subjected 
further analysis and classification which included sorting the data into categories and identifying key patterns such as 
frequently occurring misconduct types, high risk level hostels, semesters of misconduct.  

2.3. Model Development   

Following the labelling of the dataset, machine learning algorithms were used which included Linear Regression, 
Random Forest and Extreme Gradient Boosting (XGBoost). The models were selected due to their ability to handle 
structured data and capture complex relationships between variables. The dataset was divided into training (80%) and 
testing sets (20%). The training data is used to enable the models learn while the testing data is used to evaluate their 
performance on unseen data. The model performance was evaluated using R-Squared Score, Mean Squared Error and 
Root Mean Squared Error to determine how accurately the models can predict misconducts. R-Squared Score is a 
statistical measure that indicates the goodness of fit of a regression model. The value lies between 0 and 1, which is 0 to 
100%. When the R-Squared Score equals to 1, it means the model perfectly fits the data and there is no difference 
between the predicted and actual value. However, if the R-Squared Score equals to 0, it means the model does not predict 
any variability in the model. The Mean Squared Error (MSE) analyzes the accuracy of the model by measuring its average 
squared difference between predicted values and the actual values in the dataset. A lower MSE indicates that the model’s 
predictions are closer to the actual values, which signifies better accuracy. The Root Mean Squared Error (RMSE) is the 
measure of how well a regression line fits the data points, and a low RMSE indicates that the model fits the data well 
and has more precise predictions. 

2.4. System Design 

The system as depicted in figure 2 was divided into three layers (the data layer, machine layer and application layer). 
The data layer is responsible for data collection and preprocessing, the machine layer handles model training and 
prediction and the application layer provides an interface for administrators to interact with the system. The system 
follows the System Development Life Cycle, which includes requirement gathering, system analysis, design, coding, 
testing implementation and maintenance. This ensures the system is designed in an efficient matter.  

 

Figure 2 System Architecture Diagram 

2.5. Implementation 

During the implementation stage, the most efficient machine learning model (XGBoost) was integrated into a software-
based platform as shown in figure 3. The system was designed to include features such as incident logging, automated 
pattern recognition, prediction generation, and report generation. These features enabled administrators to monitor 
misconduct trends and make informed decisions. Finally, the system operates as a continuous learning cycle, where 
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new data can be added to improve the accuracy and performance of the models. Based on the identified patterns, the 
system highlights high risk halls and misconduct count among other things implemented.  

3. Results and discussion 

Rigorous evaluation was essential to verify that the trained model could properly predict misconduct patterns rather 
than simply memorizing the training data which could result in overfitting.  

Table 4.1 shows a negative R Squared value (-0.0002) for Linear regression which indicates that the model performed 
poorly and was unable to capture the relationship between variables effectively. It also has a high root mean squared 
error and mean squared error which indicates that the model has high prediction errors and is not accurately capturing 
the relationship between variables. 

Table 1 Linear Regression performance evaluation 

Metrics Values 

R Squared Score -0.0002 

Root Mean Squared Error 4.12 

Mean Squared Error 16.93 

Table 4.2 shows a R Squared Score of 7.88%, an improvement in the Random Forest model. It also has a better root 
mean squared error and mean squared error, showing that the model captured the relationship between variables but 
can only make 7.88% of accurate predictions. The model showed slight improvement over linear regression but still 
had low predictive performance. 

Table 2 Random Forest performance evaluation 

Metrics Values 

R Squared Score 0.0788 

Root Mean Squared Error 3.95 

Mean Squared Error 15.60 

Table 4.3 shows a R Squared Score of 93.16%, and low root mean squared error and mean squared error using XGBoost, 
making it a very reliable model. XGBoost outperformed other models with showing strong predictive accuracy and 
minimal error. 

Table 3 XGBoost performance evaluation 

Metrics Values 

R Squared Score 0.9316 

Root Mean Squared Error 1.08 

Mean Squared Error 1.16 

This comparative analysis confirmed that XGBoost was the right choice for this application, and selected as the optimal 
algorithm. Table 4.4 show that XGBoost performed the best, with the highest R Squared Score (93%) and the lowest 
error values (RMSE = 1.08, MSE = 1.16) which indicate accurate predictions. Random Forest had a low R Squared Score 
(7%) and higher error values (RMSE = 3.95, MSE = 15.60) which means it is less effective in the prediction. However, 
Linear Regression performed the worst, with a negative R Squared Score (-0.0002) and the highest errors (RMSE = 4.12, 
MSE = 16.93) showing that it could not properly model the relationship in the dataset.  
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Table 4 Comparative Performance of all the models 

Model R Squared Score Root Mean Squared Error Mean Squared Error 

Linear Regression -0.0002 4.12 16.93 

Random Forest 0.0788 3.95 15.60 

XGBoost 0.9316 1.08 1.16 

 

The best performing model was deployed using a web-based system with the following interfaces. Figure 3 depicts the 
interface for the admin or security officer to login based on their roles.  

 

Figure 3 Login Page (Admin or Security) 

The admin is brought to the dashboard as seen in figure 4. It shows the total number of halls, predictions and high-risk 
halls after predictions have been made. It basically gives an overview of the system. 

 

Figure 4 The Admin dashboard 
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Figure 5 is the make prediction page that is visible to the security officers or any other assigned stakeholder. It allows 
the stakeholders to make predictions by selecting the hall, semester and year, then click on generate to view the results. 

 

Figure 5 The prediction Page 

Following the use of the prediction platform, the result is usually displayed in the form seen in figure 6. It shows the 
selected hall and the total predicted incidents with a chart that breakdowns the different misconduct types and count. 
It also shows the risk level of each misconduct type.  

 

Figure 6 Sample result of prediction 

Figure 7 depicts the history of the previous predictions that have been made. It shows the hall name, semester, year, 
number of incidents and the date. Administrators can also view or delete records.  
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Figure 7 History of previous predictions 

The results showed that machine learning can be a practical and effective tool for addressing misconducts on campus, 
turning years of incident records into something useful for administrators. The system addressed the limitation of 
traditional methods by moving from reactive to proactive approaches. The model’s performance depends on the quality 
of historical data and requires continuous update to remain effective. Overall, the project demonstrates that predictive, 
data-driven approaches can enhance misconduct detection, improve monitoring, and support proactive decision-
making in educational institutions. 

4. Conclusion 

It is clear that machine learning is amenable to playing practical role managing misconduct in university hostels. It 
makes incident pattern detection possible based on years of recorded incident data made. Bringing machine learning 
into the way hostel misconduct is managed is a practical step towards smarter and more effective campus 
administration. 

Of the three models that were tested, XGBoost outperformed Linear Regression and Random Forest as it handled the 
complexity of the data better and had better prediction metrics across different hostels and time periods. 

Furthermore, the developed system effective in that stakeholders such as governments, security operatives, hostel 
administrators and the community can use it to get ahead of potential problems rather than always reacting after 
incident. This shift in approach can make a difference, whether it is in how security is planned, how staff and resources 
are deployed, or simply in keeping the campus environment safer for students.  
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