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Abstract

Video steganography is an effective technique for secure communication that hides confidential information within
video files without noticeable visual changes. This paper presents a novel video steganography method that combines
the Knight Tour algorithm with a 7th-bit embedding strategy. The Knight Tour algorithm selects embedding locations
in a random and unpredictable manner, improving security against unauthorized access. Secret data is embedded using
the 7th bit of the selected pixel and its adjacent pixel, ensuring efficient data hiding while preserving video quality. The
performance of the proposed method is evaluated using PSNR, MSE, SSIM, and embedding capacity metrics.
Experimental results show that the technique achieves high imperceptibility, improved robustness, and increased
payload capacity compared to conventional video steganography methods.

Keywords: Video Steganography; Knight Tour Algorithm; 7th-Bit Embedding; Information Hiding; PSNR; SSIM;
Robustness.

1. Introduction

In the digital era, information has become one of the most valuable resources. As the volume of data exchanged through
communication networks continues to grow, protecting sensitive information from unauthorized access has become
increasingly important. Information security plays a vital role in ensuring confidentiality, integrity, and availability of
data. Although several security mechanisms have been developed, there is still a need for improved techniques that
provide stronger protection while maintaining efficiency. Information security approaches can generally be categorized
into two major groups: cryptography and information hiding. Cryptography protects data by converting it into an
unreadable format using encryption algorithms and secret keys. Only authorized users possessing the correct
decryption key can recover the original information.

The figure indicates the classification of security systems.
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Figure 1 Classification of Security Systems

In contrast, steganography focuses on concealing the existence of secret information. Instead of transforming the
message into an unreadable form, steganography hides the message within a cover medium such as an image, audio file,
text document, or video. The primary objective is to ensure that observers cannot detect the presence of hidden
communication. This characteristic makes steganography an effective tool for secure data transmission. Among various
steganographic techniques, video steganography has attracted significant attention because videos provide a large
amount of redundant data and consist of multiple frames that can be utilized for information embedding. The extensive
use of video-sharing platforms, streaming services, and multimedia communication systems has further increased the
demand for secure video-based information hiding techniques. Applications of video steganography include secure
communication, military data exchange, medical information protection, digital rights management, and law
enforcement operations.

Imperceptibility: Imperceptibility refers to the ability of the steganographic system to conceal information without
producing visible changes in the cover video. The embedded video should appear identical to the original video so that
the hidden communication remains undetectable to human observers and statistical analysis methods.

Robustness: Robustness indicates the capability of the hidden information to withstand intentional attacks and
common video processing operations such as compression, scaling, frame manipulation, transmission noise, and format
conversion. A robust steganographic scheme ensures reliable recovery of the embedded message even under adverse
conditions.

1.1. Embedding Capacity

Embedding capacity represents the amount of secret data that can be hidden within the cover video. Higher capacity
enables larger messages to be embedded; however, excessive embedding may degrade visual quality and increase the
risk of detection. Therefore, an effective steganographic technique must achieve a balance between capacity, security,
and visual quality. Numerous video steganography methods have been proposed in recent years. However, many
existing approaches either offer limited payload capacity, reduced robustness, or increased computational complexity.
To address these limitations, this work proposes a novel video steganography technique that combines the Knight Tour
algorithm for secure pixel selection and the 7th-bit embedding model for data hiding. The integration of these two
mechanisms enhances security, increases embedding efficiency, and preserves the visual quality of the stego video.

2. Related works

Video steganography has become an active research area due to the increasing demand for secure multimedia
communication. Researchers have proposed numerous techniques for concealing confidential information within
digital media while attempting to maintain visual quality, robustness, and payload capacity.
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One of the earliest and most widely adopted methods is the Least Significant Bit (LSB) substitution technique. In this
approach, secret data bits are embedded into the least significant bits of pixel values. Because modifications occur in
the lowest-order bits, the visual distortion introduced into the cover media is minimal. However, the predictable nature
of LSB embedding makes it vulnerable to statistical attacks and steganalysis techniques.

To overcome the weaknesses of conventional LSB methods, several enhanced embedding schemes have been proposed.
Moderately Significant Bit (MSB)-based approaches embed information in higher-order bit positions to improve hiding
efficiency. Some methods also incorporate pixel adjustment mechanisms to reduce distortion after embedding.
Although these techniques improve embedding performance, they often fail to achieve an optimal balance between
visual quality and payload capacity.

Histogram-based data hiding methods have also attracted attention. These techniques utilize histogram modification
and histogram shifting strategies to embed secret information while preserving image quality. By manipulating
histogram characteristics, researchers have achieved improved embedding capacity and reduced distortion.
Nevertheless, the computational complexity of these methods increases significantly as the size of multimedia content
grows.

Another important category is transform-domain steganography, where secret information is embedded after
transforming the media into another representation. Common transformations include the Discrete Cosine Transform
(DCT), Discrete Wavelet Transform (DWT), Fourier Transform, and Integer Wavelet Transform (IWT). These methods
generally provide better robustness against compression and signal-processing attacks. However, transform-domain
approaches often require additional computational resources and more complex embedding procedures.

Wavelet-based techniques have been extensively explored because of their ability to preserve visual quality while
providing secure embedding. Researchers have proposed embedding schemes using DWT and IWT coefficients to
increase hiding capacity and improve resistance to attacks. Although these methods produce satisfactory results, the
computational overhead associated with transformation and inverse transformation processes remains a challenge.

In compressed video environments, several studies have focused on embedding information within motion vectors,
prediction errors, and frame structures. These approaches exploit temporal redundancy in video sequences to hide data
efficiently. Multiple-group-picture techniques and frame-based embedding strategies have also been investigated to
improve payload capacity and security. Despite these advancements, maintaining robustness during compression and
transmission continues to be a difficult task.

Recent studies have introduced intelligent pixel-selection mechanisms to strengthen security. Instead of embedding
data sequentially, these approaches use randomized algorithms to determine embedding locations. Randomized
embedding significantly increases the difficulty for attackers attempting to locate hidden information. Among such
methods, the Knight Tour algorithm has shown promising results by providing a large search space and non-linear
traversal patterns.

Despite the considerable progress achieved in video steganography, several challenges remain unresolved. Many
existing techniques suffer from one or more limitations, including low embedding capacity, reduced robustness against
attacks, increased computational complexity, or degradation of visual quality. Furthermore, some methods utilize all
frames uniformly without considering intelligent frame selection, which may negatively affect the imperceptibility of
the stego video.

To address these limitations, this work proposes a video steganography framework that combines random frame
selection, Knight Tour-based pixel traversal, and a 7th-bit embedding mechanism. The proposed approach aims to
enhance security, increase embedding capacity, improve robustness, and preserve the visual quality of the stego video.

2.1. Proposed method

The final aim of video steganography is to hide the data without affecting the data quality and to do it with utmost
secrecy. The proposed model will ensure that the elements of invisibility, robustness, and capacity of embedding are
achieved, and these are the essential aspects of steganographic technology. The first step in the process is the creation
of the message that is to be hidden.
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Figure 2 Proposed Architecture of Video Steganography

2.2. Selection of frames:

In this method, the initial process of video steganography involves selecting frames where the hidden data can be
embedded. The algorithm used in the selection of frames consists of a pseudo-random generator (PRG), where random
selection of frames occurs from the range of Oth to 20th frames without any frame duplication [25].

Let us assume the range for generating the frame using the pseudo-random generator (PRG) is ‘n’. The seed could be
provided by the equation x1 + x2 + x3 and the feedback equation would be (x2 + x3)dn

2.3. Embedding process

Position based secret message embedding technique involves choosing the pixel position and embedding the secret
information in that pixel position. The pixel position based embedding technique in which encoding the secret message
is done through the knight tour algorithm, while the information hiding process is done through the seventh bit of the
selected pixel and the next pixel value.

2.4. Knight tour algorithm.

As opposed to the conventional approach for choosing the pixel location which involves serial selection, it becomes
imperative to choose the pixel randomly. This is done through the knight tour algorithm which uses the concept of
randomness inspired by the knight of the chessboard [26]. The selected frame will be considered as a chessboard for
this knight to play its tricks.

The algorithm involves partitioning the board into blocks. The n x n chessboard consists of all positions being moved to

by the knight only once, as shown in Figure. This method enables enhanced security than PRNG because the search
space involved is larger.
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Figure 3 20 x 20 chessboard knight tour travel
According to our algorithm, the use of the chessboard of dimension 20 x 20 helps in ensuring security through an

increase in the size of the search area within the video. Moreover, for the coverage of all the pixels, the size must be
multiple of 4. Table below represents the pixel traversing of 20 x 20 matrix.
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Figure 4 Pixel Traversing of a 20 x 20 chessboard matrix

The below graph shows the search area required for the intruders to access the secret message based on the chessboard
size.
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Figure 5 Comparative analysis — Chessboard size vs Search Area

2.5. 7th bit model:

Under the 7th bit scheme for encoding of the secret message, the mathematical formula is used on the 7th bit of the
recognized pixel (p) and its adjacent pixel value (p+1), leading to formation of the 2-bit pair value. This process enables
combinations of the bits 00, 01, 10 and 11 to be formed. In this way, the 2 bit of the message can be encoded in each
pixel.

If C is the cover image with a size of H * W pixels, the M is the N-bit hidden message, x is the pixel value and the m is the
secret message bit, and then image matrix can be interpreted as,

C={xjj [1<si<H1=<j<W x €{01,...... ,255}}1(1)
The secret message can be represented as,
M={mN|1<N<nmN € {0,1}} (2

Let M is the secret message, Z is the cover video, Kis the key that can be utilized for embedding (E) and extraction of the
message, (D)and Z* is the stego file.

Sender Fecerver
Cover Video (5) —|-.
Embedding - | Extraction > Secret Message
Algorithm (E) Algorithm (I (8]
StesnFile (7N
Secret Wessage & ~
(v
Key (k)

Figure 6 Block diagram of Video Steganography
The embedding of a secret message in the cover file is done using the following equation:
Z=EKMZ) (3)

EK refers to the embedding algorithm that hides the secret data (M) within the cover file (Z). This process will be shown
below with an example.

While the extraction process, whereby the message is extracted from the cover, is done as follows.
X = DK(Z) (4)
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In the same way, the DK algorithm is used for extracting the hidden secret message back into its original form by means
of the secret key (k), which is known to both sender and receiver. The above-discussed DK extraction algorithm has
been described appropriately through an illustration.

Consider the character ‘d’should be sent as a secret message.

The binary equivalent of the secret message ‘d’ is {01 10 01 00}, and the four-pixel values selected using knight tour
method are p = {78, 35, 68, 98}.

At the embedding side:
Pixel 1:
P1=78(01001110),

P1+1=79(01001111).

The 7th bits of P1 and P1+1 form the “11” pair, but the original two message bits to introduce are “01.” Thus, we
must apply -1 to the P1 value. Therefore,

P1'=77(78-1)
where P1’ is the stego pixel.
Similarly, the bit pairs are embedded in the cover file.

Table 1 Embedding of secret bits using 7th bit model

Pixel value Binary 7th  pjt | Secret message | Additional Stego pixel
value pair bit factor value

1Stpixel | 78 01001110 |11 01 -1 77
79(pixel value | 01001111
+1)

ondpixe] | 35 00100011 | 10 10 0 35
36 00100100

3rdpixe] | 68 01000100 | 00 01 +1 69
69 01000101

4thpixe] | 98 01100010 |11 00 +2 100
99 01100011

At the extraction side

The set of stego pixels to be extracted to retrieve the secret message are {77, 35, 69, 100}.
Pixel 1:

P1’=77(010011 0 1),

P1'+1=78(010011 1 0),

The secret message bit at this pixel is 01

189



Global Journal of Engineering and Technology Advances, 2026, 27(03), 183-196

Pixel 2:

P2’=35(0010001 1),

P2’+1=36(001001 0 0).

The secret message bit at this pixel is 10

Pixel 3:

P3’=69(010001 0 1).

P3’+1=70(0100011 0).

The secret message bit at this pixel is 01

Pixel 4:

P4’=100(011001 00).

P4’+1=101(01100101).

The secret message bit at this pixel is 00

Consequently, the concealed message becomes 01 10 01 00.

As a result, the combination of the knight tour technique and the concealment technique using the 7th bit technique
becomes very effective. This technique manages to achieve invisibility with its high searching capability as well as its

unreliability of the least significant bit. The knight tour technique helps increase the capacity of embedding through
increasing the board size.

3. Result and Discussion

The proposed method for video steganography technique was tested with varying data sets and analyzed based on
factors like peak signal-to-noise ratio (PSNR), mean squared error (MSE), structural similarity index (SSIM), and
embedding capacity.

PSNR is an image quality measurement in statistics between the real and processed/reconstructed image. The greater
the PSNR, the better the image quality [28].

Mean Squared Error (MSE) and Peak Signal to Noise Ratio (PSNR) are two important picture quality metrics used in
empirical computation of stego file quality. MSE is the sum of square differences between stego file and real file.

PSNR = 20log1o
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where,c is the cover file, ¢’is the stego file of size m x n and maxf is the maximum signal value in the cover file.

The SSIM is basically a measurement of visual similarity between two pictures. The SSIM was developed by Wang et al
[29] to analyze the uniformity of human visual system (HVS).

The classification of SSIM is done according to the integration of three parameters namely correlation loss, luminance
distortion, and contrast distortion unlike other error measuring techniques. SSIM is formulated as:

SSIM = (¢, c), (¢, ¢), s(c, c) (7

(cc) = 2pucuc+ K1

y2+y2 +K1

¢ c

where, (¢, ¢) = 29¢9c™* K2

02+02 +K?2

c c

KC' ¢y = cc*K3
ococ+K3

In the above mentioned formula, 1(c,c’) is luminance comparison between cover image c and the stego file c’. Here c(c,
C’) is the contrast comparison and s(c, c¢’) is the structure comparison. The symbols K1, K2 and K3 are the positive
constants which help to prevent the null denominator.

The performance analysis of the proposed method is tabulated below,

Table 2 Performance analysis - MSE, PSNR, SSIM, Time

Cover Video PSNR MSE SSIM (%) Time (sec)
Video_1 84.86 0.213 100 0.133
Video_2 83.77 0.274 100 0.166
Video_3 85.53 0.183 100 0.136

Various video steganography techniques are analysed and compared with respect to PSNR in the table below,
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Table 3 Comparative analysis -PSNR

Cover Video | Simple LSB [12] | OMSB [14] | 7th phjt model [27] | Knight tour [26] | Proposed Method

Video_1 37.8642 42.353 55.401 66.525 84.864
Video_2 31.3307 41.756 55.418 62.448 83.773
Video_3 38.7242 43.156 55.477 59.904 85.532

Similarly, the MSE values are compared in the table below,

Table 4 Comparative analysis -MSE

Cover Video | Simple LSB [12] | OMSB [14] | 7th pit model [27] Knight tour [26] | Proposed Method

Video_1 0.578 0.318 0.374 0.277 0.213
Video_2 0.489 0.415 0.365 0.289 0.274
Video_3 0.536 0.378 0.326 0.227 0.183

The graph shown below, clearly compares the PSNR and MSE values of the proposed method with other methods.

MSE {in %) = PSNR
90
80
70
> i s %
< | s
Simple LSB OMSB 7th bit model Knight Tour  Proposed

Figure 7 MSE, PSNR plot using the proposed method and other techniques

The payload is based on the size of the message contained within the cover video. Below is the graph comparing the
effect of the payload in PSNR values for different video steganography methods and the proposed approach.
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Figure 8 Payload vs PSNR for proposed method and other techniques

Embedded capacity is the rate of encrypted data in the cover file in bpp. It is defined as,

) Max size of embedded data
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Figure 9 Comparative analysis - Embedding Capacity

The graph below clearly shows that the proposed algorithm is light wait in computation irrespective of its payload.
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Figure 10 Comparative analysis - Payload vs Time

The following images show that there is no visual impact on the resultant video due to the process of embedding a secret
message.

(a) CoverFile (b) Stego file

Figure 11 Visual Comparative analysis - (a) Cover file and (b) Stego file

Thus, the experimental report clearly portrays security enhancement without sacrificing the resultant accuracy of the
stego video file.

4., Conclusion

In this research work, an effective steganography system for video hiding is proposed through implementing the
combination of the knight tour algorithm for locating the frames and 7th bit for hiding the secret message. The main
idea behind the new algorithm is making the process more secure by randomizing the selection of frames where the
secret message is to be incorporated. Because of the randomness, the intruders will find it hard to estimate the frames
that are utilized for hiding the secret message. This adaptive algorithm can make the whole system more optimized and
robust. Besides, because of the usage of 7th bit technique for data embedding, which is different from the traditional
techniques that depend only on the least significant bit technique, this process can withstand any kind of attacks. The
experiment has been implemented using different data sets and payloads, and the results show that this algorithm
achieves better PSNR and SSIM than any other existing algorithms. As mentioned before, VIRAT Dataset has been used
in order to evaluate the system. In this dataset, we selected 5000 videos, where each one of them is 10 seconds. Hence,
the whole experiment lasts 12.5 hours. Our MSE value equals 0.2333 and PSNR around 85.
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